Appendix A
Services to be provided by Contractor

1.  Description of Services

Contractor agrees to perform the following services:

a,  Contractor is National Security Services and Industries;
b. Contract commences May 1, 2013 through April 30, 2016;

¢.  Armed Security Services for OTOP Vans and Clinic in support of DPH Mobile
Methadone Dispensing program. Services provided daily, including weekends
and holidays;

d.  Armed Security Services for this report will be monitored through quarterly
status meetings as noted in RFP Section VII-A “Reports and Meetings:
Quarterly Meetings” as noted below:

“Contractor’s Account Manager shall attend quarterly status meetings with DPH OTOP
staff to discuss issues related to the Agreement, including, but not limited to,
performance, invoice payments, Agreement status, personnel issues, ...etc.

At least one (1) week prior to the quarterly status meeting, the Account Manager shall
provide a quarterly status report that summarizes the status of performance of the
Agreement with respect to the subject matters listed above and any others that either
party requests be included on the agenda for the quarterly status meeting.”

e.  Armed Security Services will be provided at remote locations within the City &
County of San Francisco, Monday through Friday. Guards will perform driving
duties and security services for two (2) large van vehicles in support of the DPH
Nursing staff that dispense Methadone to DPH program clients.

Contractor’s employees will provide Armed .Security Services at SFGH Bldg.
80, Ward 93/95 location on Saturday and Sunday.

2. Reports

Contractor shall submit written reports as requested by the Opiate Treatment
Outpatient Program for the City & County of San Francisco Department of Public Health
(“OTOP”). Format for the content of such reports shall be determined by OTOP. The timely
submission of all reports is a necessary and material term and condition of this Agreement. The
reports, including any copies, shall be submitted on recycled paper and printed on double-sided
pages to the maximum extent possible.

3.  Department Liaison

In performing the services provided for in this Agreement, Contractor’s liaison with the
Department of Public Health, Opiate Treatment Outpatient Program will be Deborah
Logan, OTOP Nurse Manager.
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4.  Specific Requirements for Mobile Methadone Dispensing Locations—Mon-Fri (one
Guard/Driver per van—total of two (2) vans)
a. Specifications of Services to be performed at remote Methadone dispensing locations, in
addition to General Guard/Driver Duties listed in Section XII in the Scope of Work, are as follows:
A.  Prep Van (morning)
1. Pick-up Keys at Ward 93-95 (RN will sign-in guard)
2. Disable alarm — Operations Manual in Van
3. Remove generator hook-up. Warm up Van (5 minutes minimum)

B. At SFGH Bldg 90, Ward 93-95
1. Pickup RN
2. Escort RN to Van via the fire exit door
3. Secure RN in Van
4. RN will secure methadone for transport and will advise time to depart

C, OTOP Remote Sites for Van
1. Drive to first site — To be Determined
2. Drive to second site — To be Determined

D.  Security Duties at Remote Sites -

Maintain security of van and contents, RN and clients at Methadone Dispensing Site
Ensure clients maintain proper behavior at Site

Distribute numbers to clients to determine order of treatment

No fraternization with clients

Follow instructions of RN when directed

Be aware of unfamiliar persons or situations that may pose potential threats to security
of Site

7. Secure firearm in holster at all times during working hours

O L B L po

E, Van Maintenance
1. Keep van fueled with CNG (ensure that fuel level does not fall below half-full mark)
City CNG fuel filling facilities are located at:
DPW — 2323 Cesar Chavez Street, SF
Central Shops — 1800 Jerrold Avenue, SF
2. Wash van (as needed) — Harrison Street at Muni Garage or other location
Take van to Central Shops for general maintenance and repairs as needed.
4. Fill vehicle with water (for sink and toilets) and take to 750 Phelps Avenue, Southeast
Water Sewage Treatment Plant. Dump/pump waste, re-fill water (every other week)
5. Keep accurate logs of all fueling transactions and maintenance (sewage, water,
washing, etc.). Mobile Methadone program staff will design/purchase log books to be
reviewed and updated on a daily basis by guard staff

(98]

F. End of Day Assignments
1. Drivefescort RN carrying the methadone to Ward 93-95
2. Return Van to parking lot and perform required maintenance including but no limited
fo; '

(a) Check that vehicle generator, air conditioning, lights and heater are turned off
(b) Connect vehicle to electric outlet
(c) Lock and secure all doors
(d) Engage alarm
(¢) Ensure area is clear
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(f) Return Keys to Ward 93-95

(g) Continue to work until 2:30 PM (perform other tasks as requested, complete
maintenance work, complete logs, incident reports, drop off van for service, ...
etc.)

(h) Check in with dispensary staff prior to leaving

G.  Daily Time Line for Van Guard/Driver Duty

6:30 AM Prepare van .

6:45 AM Pick up OTOP RN

6:45 — 7:00 AM Travel to Site 1

7.00 — 9:15 AM Site 1 Methadone Dispensing

9:15 — 9:45AM Van Maintenance

9:45 —10:15AM Morning Meal Break (1/2 hr.)

10:15-10:30 AM Travel to Site 2

10:30 AM —12:40 PM  Site 2 Methadone Dispensing

12:40-12:50 PM OTOP RN secures methadone, prepares for
transport

12:50-1:15 PM Travel to Ward 93-95

1:15—1:30 PM Escort OTOP RN into Clinic

1:30— 200 PM Other tasks as required/requested

2:00 —2:15PM Afternoon Break (15 min paid break.)

2:15—3:00 PM Secure Van, prepare for next day

5. Specific Requirements for SFGH Bldg 90, Ward 93-95 OTOP Clinic and Offices—Sat-

Sun (two Guards per clinic)

a. Specifications of Services to be performed at Ward 93-95, in addition to General Guard Duties
listed in Section XII in the Scope of Work, are as follows:

Maintain order and security at Ward 93-95 in San Francisco General Hospital (SFGH).

Ensure safety to Methadone dispensing staff.

Protect dispensing facility, clients and staff.

Admonish and, if necessary, restrain unruly persons.

Check client IDS and, if necessary, direct unauthorized persons from clinic.

Operate client identification computer program.

Call Sheriff’s Department personnel at SFGH in all emergencies at 206-4911.

Guards must always carry firearms during working hours.

Contractor’s staff and vehicles will display visible identification.

Guards will be stationed in the waiting area of Ward 93-95 at SFGH.

Once doors are opened, Guards will direct clients to form 2 lines in waiting room

according to the clients’ last names.

Guards will observe clients for any abnormal behavior and determine if they are

carrying weapons or may be a danger to other clients.

13. If the front elevator is not working, one Guard must be stationed in the back hallway to
direct clients to the front area waiting room.

14. No client is allowed to use the Ward’s restrooms without Guard escort to the restroom
area.

15. Once the clinic is open and running smoothly, one Guard should patrol the stairwells
and floors leading to both the upper and lower floors. Clients should not be allowed to
linger in open area near the elevators. One Guard should always remain inside the
waiting room.
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b. In addition to the above, CONTRACTOR will also follow and enforce the below-listed
requirements:

Ward 93-95 is a “No Smoking” area. Both clients and Guards are not to smoke.

There will be no fraternizing with clients by Guards.

Drinking (alcohol) and lateness by clients are not acceptable.

No animals are allowed in the Ward 93-95 clinic.

No client is allowed past the Ward 93-95 dispensing window to the back office areas.

If a Guard has to leave station to use the restroom, they must inform both the OTOP

nurse and the other Guard on duty. One Guard must be stationed in the Ward 93-95

clinic room area at all times.

7. Contractor must inform OTOP staff in advance of Guards that will be working
weekends. Contractor must provide a Supervisor contact to call (with telephone
number) in the event a guard fails to show up for work.

8. From time to time and as circumstances warrant, the Guards may be reassigned without
further cost to the City. If additional personnel are required, the additional cost to the
City will be based upon the hourly cost as provided in the Contract. If circumstances
require the elimination of certain Guard services, the monthly price to the City will be
adjusted downward.

9.  Guards must arrive within ten (10) minutes of the scheduled time. If Guards are more

than ten (10) minutes late, Contractor will give City an accurate estimated time of

Guard’s arrival and, if necessary, will dispatch another Guard to replace the late Guard,

if required.

Biih Bl B9 =

c.  Daily Time Line for Ward 93-95 Guard Duty

7:30 AM Open Clinic Doors (Guard should arrive 15 minutes early)
11:30 AM Close Clinic Doors
11:30 AM — 12:30 PM  Lunch (1 hour)

12:30 PM Re-open Clinic Doors

3:00 PM Close Clinic Doors

3:00 PM - 3:30 PM Secure Clinic, Other tasks as required/requested
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Appendix B
Calculation of Charges

Location Description

Two (2) Guard/Drivers for OTOP Mobile Methadone
Van Service. One (1) Guard for each van for total of
two (2) vans (Mon-Fri, 6:30 AM to 3:30 PM).

Two (2) Guards for SFGH Bldg. 90 Ward 93-95 Service
(Sat-Sun, 7:30 AM to 3:30 PM).

B-1

Hourly Rate

$22.95

$22.95

April 16 2013



Appendix C
Liquidated Damages Schedule

Liquidated Damages will apply as follows:

A. Failure to submit Post Orders within ten (10) calendar days of the Effective Date, prior to
commencement of any work, as set forth in this Agreement shall result in a credit to the City of $100 per

twenty-four (24) hour period of delay provided Contractor has received all required documentation from
DPH OTOP.

B. Failure to submit a draft Training Plan within ten (10) calendar days of the Effective Date, prior to
commencement of any work, as set forth in this Agrecement shall result in a credit to DPH OTOP of $100
per twenty-four (24) hour period of delay.

C. Failure to submit proposed Guard uniform design to DPH OTOP for approval within ten (10)
calendar days of the Effective Date, prior to commencement of any work, as set forth in this Agreement
shall result in a credit to DPH OTOP of $50 per twenty-four (24) hour period of delay.

D. Failure to submit Supervisor Contact List within ten (10) calendar days of the Effective Date, prior to
commencement of any work, as set forth in this Agreement shall result in a credit to DPH OTOP of $50
per twenty-four (24) hour period of delay.

E. Failure to ensure that Guards report to duty with all uniform elements required by this Agreement
shall result in a credit to DPH OTOP of $25 per incident.

F. Failure to remove and replace Guards as set forth in this Agreement shall result in a credit to DPH
OTOP of $50 per thirty (30) minutes of delay.

G. Failure to reassign Guards within five (5) calendar days of DPH OTOP request (at no cost to DPH
OTOP) as set forth in this Agreement shall result in a credit to DPH OTOP o $150 per incident.

H. Failure to provide all new employee names and documentation of drug testing to DPH OTOP for
each armed Guard as set forth in this Agreement shall result in a credit to DPH OTOP of $250 per
incident.

I. Failure to attend quarterly meetings with DPH OTOP as set forth in this Agreement shall result in a
credit to DPH OTOP of $100 per incident.

L. Failure to provide any report as set forth in this Agreement shall result in a credit to DPH OTOP of

$250 per incident provided Contractor has been given ten (10) calendar days’ notice and opportunity to
cure.,
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BUSINESS ASSOCIATE ADDENDUM

This Business Associate Addendum is entered into to address the privacy and qecuu&y pmtcct:om
for certain juformation as required by federal law, City and County of San Francisco (“Cxty”) is
the Covered Yntity and is referied o below as “CE”. The CONTRACTOR is thé Business
Associate and is referred to-below as “BA™,

SRS AN S SANNA A AT B LA I LR w BASAANBNAAUAY
RECITALS

A CE wishes to disclose certain information to BA pursuant to the feris of the Contract,
some of which may constitite Protected Health Information (“PHI") (defined below).

B. ‘CR.and BA intend to-protect the privacy and provide for the seewity of PHI discloged to
BA pursuant to the Confract in compliance wilh the Health Istvaines Portability and
Accountability Act-of 1996, Public Law 104191 (“HIPAA™);, the Tcalth Inlormation
Technology for Beonoinic:and Clinioal Health Act, Public Law 11 1 005 (“five HITECH
Act”), and mgulahons promiflgated thereunder by thie 1.8 Department of Health and
Human Services (the “HIPAA Regulations”) and other applicable Taws,

C. As patt of the JIIPAA: Regulations, the Privacy Rule and the Security Rule (defined
below) require CE 1o enter frifo a contraet cantaining speeific requirements with BA prior
to tlie disclosure of PHI, as set foith i, but not limited to, Title 45, Sections 164, 314(a),
164.502(c) and 164.504(c) of the Code of Federal Regulations (“C:TF.R.”) and contained

in this Addeidun,

Tn-consideration of the ntual promises below and the exchange oi' information pursuant to this
Addendum, the pattics ugree i follovys:

1. Definitions
4. Broach shall have thé meanihg given t6 such term under the
HITECH Act {42 U.5.C. Section 17921].

b, Business Associnte shall have the-meaning given to:such-termunder the
Privacy Rule, the Security Rule, and the HITECH Agt, fucluding, but not limited
tn, 42 U.S.C. Scetion 17938 and 45 C.F.R. Séction 160.103,

c. Covered thtv shall have the meaning given fo such ters under the Privaey
Rule and the Sectrity Rule, including, but not hmlted to, 45 C.E.R, Seclion
160,103,

d. Data Aggregation shall have thermeaning given to such term under the Privacy-
Rule, including, but hot limited to; 45 C.F.R. Section 164.501..

o

Desiguated Recard Set shall have the meaning given tosuch {erm under the’
Privacy Riile, including, but not limited to, 45 C.F.R. Section 164,501




f.

.

1.

Electronic Protected Health Information moans Protected Health. Information that
is maintaiited i oy transmilled by ¢lestronic media,

Electronie Mealth Record shall have the meaning given to such term in the
HITECT Act, including, but not limifed to, 42 U.8.C, Section 17921,

Health Cal‘éﬂ])cl’ﬂtiﬁi}ﬁ shall have the mieaning given 1o such term under the Privacy
Rule, including, burnot limited to; 45 C.ER. Seclion 164.501.

Privacy Rule shatlmean the HIPAA Regulation that is codified at 45 C.F.F. Parts 160
and 164, Subparts Aand E,

Protected Tealth Taformation or PHI means any information, whether oral or
recorded in any form or medinm; (1) that relates to the past, presgitt or future physncai or
méntal condition-of an individual; the provision of health care to an. individualy ane (i)

that identifies the indivithml of waih vespect to where there'is a reasonable basis lo

believe the information can be used toidenify t the individuat, and shall have the
mcanmg given to such texm under the Privacy Rule, including, butnot Timited to, 45
‘CFR. Section 164.501, Protected Hedlth Inforimationjncludes Elestronic Protected
Hearlth Information [45 C.F.R, Sections 160.103, 164.5011.. :

Profected Information shall mean PRI provided by CB'to BA or created or received by
BA on CE's-behalf,

Security Rule shall roean‘the HIPAA Regulation thatis codified at 45 C.E.R. Parts 160
and 164, Subparts A.and C,

Uuscenred PHI shail have the meaning given to such terin under the HITRCH Act and
afry guidance issned pursuant (o such Act including, but not limited to; 42 U.S,C.
Seetion 17932(h).

‘Ohligations of Business Assoclate
a. DPermittéd Uses. BA shall not use Protected Inforivation exéept-for the

purpose of performing BA's obligations under the Contracl and as

“pevmittted ondér the Confraet dnd Addéndum, Furlliek; BA shall not.use
DProtected Informationin any manner {lhat would constitute a violation of
the Privacy Rule or the HITBCIL Act if s0 used by CE.  However, BA may aso
Protected Information (i) for the proper mandgement and

administration of BA, (i) to catry out-the Jeyal respousibilities of BA, or

(ii) for Dala Agg,legﬂlwn purposes for the Health Care Operations of CE

[45 C.E.R. Sections 164.504(e)(2)(1), 164 504(e)(2)(DA) and

1 64.504(c)(4)(1)]-

b, Permitted Disclosures, BA shallnot diselose Protected Information
except for the purpdse of perforning s BA’s obligationsuider the Contract and as
permitted under the- Contract and Addendim. BA, shiall 16t disclose Protected
Information in any manner (hat wonld constifute’a violation of the Privacy Rule
or the HITHCH Act if so disclosed by CE, Hotvever, BA may disclose Protected
Information (i) for the proper management-and administration of BA; (ii) to carry
anit'the lepal resparisibilities of BA; (m) asrequired by law; o (iv) for Data

Agaregation purposes for the-Health Care: Operations of CE. IFBA:discloscs



o

d.

Protected Information to a fhivd party, BA must obaiy, prior-fo making any such
disclosiiie, (i) reasonable wrifien assurances from sucl third party: that such

Mrotected Information will be held confidentiaf as provided pursuant to this
Addendim and only discloséd as requiréd by Jaw ar for the purposes for whicli it

was disclosed (6 suoh third paity, and (ii) a wriilen agreémenit from such third
party to immediately notify BA of any breaches of confidentiality of the:
Protected Information, to the exlent it has obitained knowledge of sueli breach [42

U.S.C. Section 17932; 45 C.F.R. Sections 164.504()(2)(D), 164.504(0)(2)()(B),

164.504(€)(2)(i1)(A} and 164.504(e)(A)(i1)].

Prohibited Uses and Disclosures, BA shall.not use or disclose Protected
nformation for fundeaisingor marketing purposes: BA shall not discloss
Protected nformation fo ahealth plan for payment-or health carc operations

purposes if thie patlent lins requested this speeial yestriction, and hus paid outof

pocket in full for the hiealth care itei or service fo-which the PHI solely relates
42 U.8.C. Section [7935(a). BA shall not directly or indireotly reccive

Temunetation in exchange for Protected Tnformation, except with the ptior
swiitten consent of CE and as permiittéd by the HITECH Act, 42 U.S.C, Seelion
17935(d)(2); however, this prohibition shall not affect payment by CE to BA for

sefviees provided puisuant 1o the Contract,

Appropriate Saféguards. BA shall implement appropriate:safeguards as are
necessary 1o prevent the vse or disclasurg of Protected Information otherwise
fhan as permitted by the Contract or Addendum, tneluding, but not Hnited to,
adwinistrative; physical wid technical safegudids that reasonably and

-appropf'iately-rpx‘b'iect,- the confidentiality, integrity and availability of the

Protected Inforiation, in accordance with 45 C.F.R Section 164.308(b)]. BA
shall comgily with the policies and procedines and ducumentation requirements
of the HIPAA Seeurity Rule, including, but not limifed to, 45 C.E.R. Section
164.316 [42 U.8.C. Section 17931]

Reporting of Improper Access, Use or Disclosure, BA shall report to CE in

writing of any access, use.or diselosure of Protected Infotmation not perinitted by

the Contract and Addendum, and any Breach of Unseeuied PHLof which it
becomes aware without unreasonable delay and in no case later than 10 calendar

days after discovery {42 US.C. Section 17921; 45 C.BR, Section

164,504(e)(2)(D(C); 45 C.R.R.-Scetion 164.308(b)].

Business Associate’s Agents, BA shall ensure that any ageils, including.
subcontractors, to whoiit it provides Protected Irifoniiation, agree in writing to
the same restiictions and conditions that-apply (o BA witl respeet to such PHL If

BA creates, maintains, receives or transmits ‘e"lccirmiic PHI on bebalfof CL, then
BA shall iploment tlie safeguards tequired by paragraph ¢ above with respeot o

Blectronie PHI (45 C.R.R. Seetion. 164.504(c)(2)(i))(D); 45 C.ER. Scotion

164,308(6)]: BA shall implement and maintain sanctions against agonts and

......

subconteaciors that vielate sich véstrictions and conditions and shall mitigate the
offects of any such violation (see 45 C.F.R. Sections 164.530(1) and
164.530()(1):

Aceess tt}_l’_‘}‘ﬂiégfed Information. BA shall make Protectsd Information
maintained by BA o ifs agents orsubcontractors available to CE for inspectios.
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and copying withinten (10} days of & request by CE to enable CE to-fulfill its
obligations undes the Privacy Rule, including, but not limited fo, 45 GERR:
Seetion 164,524 [45 C.P.R. Section 164.504(e)(2)(ii)(E)]. IEBA maintains aun

RBlectronic Health Record, BA-shialt provide suoli infoimation in electronio formant

fo enable CE to. fulfill its obligations tnder the HITECH Act, ingluding, buf ot
limited to, 42 U.8.C. Section 17935(¢).

Aniendment 6f PHI Within terd (10) days-of receipt of a request from CE foran

‘amendmient of Protected hiformation-or a record a[‘nnut an individual contained in

a Desipnated Record Set, BA or its agents or subconteactors shail make such

Protected Information available fo CE for dmendment and incoiporate any stch

amendment fo enable CE {o falfill iis obligation under the Privacy Rule,
including, but niot linited to, 45 C.ER. Section 164.526. If any Individual
requests an-amendment-of Protected Tnformation divectly from BA or its agents

‘or subcontraciors, BA iniist nohf} FCE inwiting withifii five (5) days of the
request, Any approval or denial of amendment of Prolccted Tnformation
‘migintained by BA or ils agents or subcontractors shall be the responsibility of CH

[45 C.F.R, Scotion 164 SOé(o)(”}(h)(F)]

Acconnfing Rights, Within tan (10)ealendar days of natice by C B of arequest

for an accourifiiig for disclosures of Prolected Informatioi of Wpon any disclosire

of Protected Information for which CE is mquued to acconnt to an individual,
BA and its agents or subcontractors shall make available to CI3 the informiation

required to provide an accounting of disclosures {0 enable CE to fulfill its

obligations under the Privacy Ruls, including, but riot limiled to, 45 C.T.R.
Section 164.528, aid the HITECH Act, including bt fot Hiited to 42 U.S.C.
Section 17935(c), as determined. by CE;  BA agrees to implement aprocess that

allows foi an accounting to becollected and maintained by BA and its agents o1

subcontractors for at least six (6) years prior to the request. However, accounling

of disclosures from an Eleclronic Healih Record for treatment, payment or health

cave operations purpOSes e required fo b collected and maintaingd for oily
thiee:(3) years prior to the request, and only to the extenl {hat BA maintains an

:electronic health vecord and is subject to {his' requiventent. Al a minivmin, the

iiiformation collected and inaintained shiall include: (i) the date of dlaclosmﬂ, (ii)
the name of the enfity or person whorceeived Protected Information and, if
knoven, the address of the eiitity or person; (iii) 4 brief deseription of Pxotected
Information disclosed; and (iv)a:brief statement of purpose of he disclosure that
reasonably informs the individudl-of the basis for thie disclosure, or a copy of the
individual’s authotizatios, or a copy of the wiiiten request for disclosure. Tn the
event that:the reqaest for an accounting is delivered directly to. BA or its agents
or-subcontrictors, BA shall within five (5) calendar dnys of a request forwad it
fo CF in writing. It shallbe CE’s responsibility to prepare-and: deliver-any -such
awuummg requested, BA shall not disclose any Protected Inforimation excepl as

set forth in Sections 2.b: of this Addendum [45 C.ER, Sections

164.504()(2)(I)(G) and 165.528]. The provisions of this subparagraph h shall

sutuive the terinination of this Agreginent,

Governmental Access to Records. BA shall make ifs internal practices, books

and revords vélating to the use and disclosure of Protected Inforimation aviilable:
to' CE.and to the Secretary of the U.S. Department of Health and Human

‘Sew:ces(the “Seerstary™) foi puiposes nf‘ deferinining BA's compliance with the
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Privacy Rule [45 €, IR, Scction 164.504(e)(2)(iN(I)]: BA shall provide to CE a

copy of any Protected Tnformation thal BA piovides to the Seeretary concutrently

willproviding such Protected Toformation to the Secretary.

Minhnum Neeessary, BA (and its agents or subcontiaators) shallrequest, se
and disclose only the minimun amount of Protected Information necessaty to

‘accomphshthc putpose of the Fequest, use or disclosure, {42 U.5.C. Section

[7935(bY); 45 C.F.R. Section 164, 514({! (3)] BA understands and agrees that the

‘definition of “minimum necessary™is in flux and shall keep:itself inforroed of
uiidance issued by the Secretary with respeet to what coiistituies “iminimum

necessary.”

Data Owuership. BA acknowledges (hat BA has ne ownership rights with
respect to the Protected Informalion.

Business Associate’s fusurance, BA shall maintain a sufticient amount of

insurance to adequatoly address risks assoctated with BA’s userand disclosure of

Piotetted nformation. under this Addendum,

Notification of Breach, During this teriiof the Contract BA shall notify CE
within-twenty-four (24) hours of any suspected oractial bicach of security;
intiuston or wnauthorized pse-or disclosuie of PHI of which BA-becomes aware
and/6r any actual or suspeoted ise or disclosure ofidala in violation of any
applicable federal or state laws or regulations. BA shall take () prompt
correstive action to curé alty such deficieneies and (i) any action peitaining to
such-unauthiorized-disclosure requited by applicable. federal and state:laws nd

regulations,

Breach Pattern-or Practice by Covered Entity. Pursuant to 42 U.8.C, Section
17934(b), if the BA Kiows 0f3 patlern st activityor practice of'the CE that

constifutes a'material byéach oy violation-of the CE' oh[igalmm under the

Contract or Addenduny or other arrangement, thie BA must take rcasonable sicps
to-cure the breach or entl the violation, If the steps aro isuceesstil; the BA-nuist
ielm:uato 1h¢ Cnntmct or othcx auanpement lf‘ !‘aasdﬂc orif teumuatmn 15 nol
notice t{) CE of any p'\licm of 'u:hv;t}, or prs.ctiéé of ﬂ;c R lhai BA belisves
constilutes a.material breach or violation of the CE’s obligations under the

Caitractor Addenduni or olhor arranigement within five (5) calendar days of

discovery and shall meet with CE to diséuss and aftempt fo. vesolve thé problem
as one of the reasonabile steps {6 ciire the breach of end:the violation,

Andits; Zuspecetion and Buforcement, Within ten (10)calendar days of a wiilten
request by CE; BA and its-dgents of subcontiactors shall allow CE-o conduct a

reasonable ingpection of the facilities, sysiéms, books, records, agrecnionts;
‘policigs aid procedures relating (o the useor disclosure of Protected Tnformation
pursuaiit to-this Addendam for the puipose of determining whether BA his
complied with this Addendum; provided; however, that () BA-and CR shall

mutually apiee v advance” upon the scope; timing snd location of such an

-mspectmn, (ii) CE shall protect the confidentiality-of all confidential and

proprietary inforntation of BA fo which CE hag acegss duting the course of such
inspection; and (iii) CE shall execute a tiondisclostire agregnient; upon temis



mutually agreed upon by the parties, if requested: by BA. The fact that CE.
inspeets, arfails to inspect, or hias the vight 1o inspect, BAs facilitios, systems,
books; records, agréements, policics and procedine§does not relieve BA oflils
responsibility fo comiply with this Addendum, nor does CE’s (i) failure to detect
or(ii) detection; bul failwe fo nolithA i vequire BA's réiiediation of dily
unsatisfactory practices, constitute fcceptaiice of such practice or & waiverof
CB’s enforcement rights-under the Contract or Adderidum, BA shall notily CE
within ten (10) calendar days of learning that BA has becone the: subject of an
audit, compliance review, or complaint- mvesugatmn by the Office for Civil

nghts
3. Termination

a, Material Breach., A breach by BA of any provision of this Addendwum, as
deterimined by CE, shall constitute 4 msterial liveach of the Contract and shall
provide graunds for inimediate termination:of the Contract, any provision in the
Contract to the contrary notwithstanding, [45 C.E.R. S:,clmn 164.504{c)(2)({i1)].

b Judicial or Administeative Proceedings, CE may letminate the
Cantract, effeotive immediately, if () BA ig-named as a defendant in a ceiniing
pmcccdmg for a violation of HIIPAA, the HITECIH Act, the HIPAA Regulations
or other security or privacy laws or (i) a finding or stipulation that the BA has
violated any standeard ot 1equuement of HIPAA, the HITECH Act, the HIPAA.
Regulations or other security o privacy laws:is made in any administrative of'
civil proceeding in whicl the party has been joined,

¢. Effect of Terminntion, Upon texmination of the Contract for any reason,
BA shall, af the option of CT, return or destray 4ll Protected Informafion
that BA or its agents or subtontractors still Hiraintain in ¢ iy Torin, and shall
retain no copies of such Protected Tnformation, [freturnor destrnction is
ol fessible, ds deteniiined by CE, BA shall continusto exténd the
profections of Seclion 2 of this: Addenchim lo sucli infornmation, and limit
further wse of sach PHI to those putposes (hat make the return or
destinction of such PHI infeasible[45 C.I.R. Section 164, 504(&){11)(2)(1)]
If CR eleets destruction of the PHI, BA shall certify inwriting to CE that
such PHI hias bedn destroyed.

4,  Lbmitagion of Liability

Any limitations of habﬂny as set forth in the contract shall not apply to damages related to a
breach of the BA’s privacy or secuiity obligations under the Contract or Addendurn,

% -Di‘s"cfmmel'

CE makesno warcanty or tepresentation that compliance by BA with thiz Addendum,
TIRAA, the HITECH Agt, or'the HIPAA Regu!dh(ms will be adequate or satisfactory for
BA’s own purposes. BA s solély responsible forall decisions made by BA regaiding the

safeguarding of PHI,



6, Cerlification

To the éxtent that CE deterniines that such examination {s niecessaty (o comply with CE’s
legal obligations pursuant 16 HIPAA relating to cettification of its scourity practices, CEor its
authoiized ajients or contractois; may,:at CB's expeise, exaining BA Y facilitics, systems,
procedures and records as may be necessary. for such agents.or contractors to-cartify to CR
the extent to which BA's security safeguards comply with U[‘PAA the TIITRCH Act, tlie
HIPAA Regulations of this Addendur,

4. Awendnént
a. Amendment to Comply with Law, The parhcs ackiowledge that state and

foderal Iawsrelating lo data security and privacy arc rapidly evolving and thal
amendment of the Contract or Addendum muy be required to provide for
pracedures to ensuic compliance with such devélopments. The:partics
specifically agree to take action as s necessary to- implc;mnt 1he standards aiyd
sequivements of HIPAA, the HITECH Act, (he Privaoy Rule, the Séeurity Rule
and ather applicable laws refating to the: seeusity or confidentiality of PHI. The
parties understane-and agree that CE must receive satisfactory wriltén dssurance
from BA that BA will adeqiately safogiard all Protécted Informatioi. Upon the
wqucsl uf mthet pa1 451 Ihe other um(y ag,ieeb to promptly enter mtu negoimlons

assufancos cozmstum with the standards and ;_eq_t_nmmeme of" HIPAA the
HITECH Act, the Privacy Rule; tlie Security Rule or-other applicable laws. CE
may-tetminate the:Contract upon thirty (30) caléndar days writfen notice in the

event (i) BA does iot promptly-enter Into negotiations to amend the Contract or
Addenduni when vequested by CE puisuail to this Seelion o (i) BA daes ot
enterinto an amendiment to the Contract or Addendum providing assurances
regarding the safeguarding of PHI that CE, in its sole discretion, deerms sufficient
to satisfy the stabdards dund requirenients of applicable laws,

8. Assistmice in Lifigntion or Administrative Proceedings

BA shall make itself, andany subcontractors; employees or agenis assisting BA in the
perfornidnee ofits obligations under the Contiact or Addendum, available to'GE, &l ho-cost to
CE, to testify as witnesses, or otherwise, in: the event of litigation or administrative
proceedings being qammenq.ed against CL ‘its direators, officets or employees based wpion a

cléimed violation of HIPAA, the HITECH Act, the:Privacy Rule, tlic Securily Rule, or-other
laws relating to-securily and privacy, except where BA or its subcontractor, employce o

agentisd mmed adverse party.
9, Mo Thivd-Pavty Beneliciniiey

Nothing express or implied in the Contract or Adderidum is intended to-confer; nor ghall
anything hevein confer, ypon any person oflier than'CE, BA and thisir respective sviceessors or
assigns, any- n;,hts wmcdxes ‘obligations or Jiabilities whatsoever,

10, Efféct on Conftract.

Hxeepl as specifieally sequired to impleiient the plirposes of this Addendun, or to the extent
inconsisten{ with-this Addendum, all other terms of the Confract shall remain in force and

effeet,



11, Tuterprefation

The provisions of this Addendwn shall prevail over any provisions in the Contract that may
conflict or appear iiiconsistent with any pravision iin this Addendum, ‘This Addendum and thie
Coritrgot shall be interpreted as broadly 2s necessary {o implement and comply with HIPAA,
ihe H] r LCH Aul thc Pn\facy Rulc a;lcl ﬂlb bccmlty Rule The part;cs agree tlmt any

cons;stcnt wath HII’AA tlie IIITECH Act, the Pid fvaey. Rule and the Security. Rulfz
12, Replaces aud Superscdes Previous Business Associate Addendums or-Agreements

Tlis RBusiness Associate-Addentlum acphc ey and supersedes any previous business associste
addendums or agrosiments between ihe paities hereto,

IN'WITNESS WHEREOF, the patties hereto have duly cxgeunted this Addendui as of the
fatter of the dates that Ui parties sighed below.

COVERED ENTITY BUSINESS ASSOCIATE

ﬁd@a@%ﬁ&w /? 46///&’/7//64:
By: By: £ 47 [ 2t 97—

Print Name: Peint Natie?, 7774 Do ted, 5 Ve 97y

Title: , Title: = vesideand
Daie: Date: 2 /// L2073

&y,



11, Inferpretation

The provisions of Hiis Addendum shall prevail over way provisions ji the Clontrait thay may
conflict or appear inconsislent with any provision inthis Addendum. This Addendmm and the
Contract shall be nterpreted as broadly as necessary to implemient and comply with HIPAA,
the HITECH Act, the Privacy Ruls and the Seouwrity Raile. The parties agroe that any
ambiguity in this Addendunis shall be resolved in favor of 4 meaning that complics aid is
consistentwith HIPAA, The RITECH Act, the Privacy. Rule and e Security Rule.

72, Replaces aud Supersedes Provious Business Assoclate Addetiums or Agreemenis

This Business Associate Addenthum replaces and supersedes any prévious busingss sssociale
addendums or agresments between ihe parties hereto.

IN WITNESS WIHEREOD, the pariies hisreto have duty exeenled this Addendum as of the
fatter of the dates that the pacties sighed below,

COVERED ENTITY BUSINESS ASSOQCIATE
syl
Cats, Treatm eulLutyntrant fre Higare /ﬁ_/i% il 25 ,7(/ Wﬁfﬁﬁaf :
( 4 teoc, ‘/’J %H?"MH_' R e W P P B
Print ‘\Idmﬂ)@ﬂ; ta e e P‘ m?\aam 1, EVE yp2)
Title: 7, r 7 oo, ufcjzji_. Tt ve s dnd

Dates 3 ) HR7 Date: 22712003





