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Implementation Roadmap






	Objectives, Metrics and Projects

	Objective 6.1

	Based on available funding and identified risks, City departments will identify and purchase interoperable communication technologies and equipment necessary to enhance threat-gathering and information-sharing efforts.

	Metrics

	· Identify and purchase interoperable communication technologies and equipment.

· Commit to continual identification, justification, and purchasing of interoperable communication technologies and equipment to enhance threat gathering and information sharing efforts.

	Existing Projects
	Status

	1.  Purchasing of laptops & air cards for police Terrorism Liaison Officers (TLOs)
2.  Have all TLO’s w/ LEO accounts 
3.  Utilization of Roam Secure Alert Network
	1.  19 of 38 TLO’s have the laptops

2.  50% complete, with a completion date of 8/09

3.  On-going

	New Projects
	Status

	1. CCSF Alert TLO group

2.

3.

4.
	1. Group has been created; contact information is currently being entered.


	Objectives, Metrics and Projects

	Objective 6.2

	Implement the Terrorism Liaison Officer (TLO) program by assigning staff, supporting ongoing training opportunities, and developing procedures for reviewing and disseminating threat information.

	Metrics

	· Assign, equip, and train two TLOs per SFPD station.

· TLOs participate in ongoing routine awareness training and funding is provided to support training opportunities.

· Develop procedures for reviewing and disseminating threat information sent from SFPD TLOs.

· Train 100% of TLOs on procedures, roles, and responsibilities.

	Existing Projects
	Status

	1.  TLO implementation at each PD station
2.  Monthly TLO meetings/trainings
3.  
4.
	1.  Completed, with high traffic stations having 3 or 4 TLO’s
2.  Ongoing

	New Projects
	Status

	1.

2.

3.

4.
	


	Objectives, Metrics and Projects

	Objective 6.3

	Develop policies and procedures for gathering, review, and dissemination of threat information between City, regional, State, and Federal organizations and the private sector; identify a system for public reporting of suspicious behavior; collectively identify security clearance requirements and procedures for sharing threat information; and obtain appropriate security clearances.

	Metrics

	· Develop policies and procedures for the gathering, review, and dissemination of threat information between City, regional, State, and Federal organizations and the private sector.

· Collaborate with State and Federal agencies to identify a system for the public to report suspicious activities and develop corresponding response plans.

· Identify security clearance requirements and develop procedures to allow timely and efficient dissemination of threat information.

· Apply and receive appropriate clearance for receiving threat information.

	Existing Projects
	Status

	1. EGaurdian – Multi agency Suspicious Activity Report Database
2.  TLO Working Group for non LE city agencies
3.  Development of NCRIC SOPs and Concept of Operations Plan 
4.  NCRIS Suspicious Activity reporting through www.NCRIC.org and 24 hours duty officer number
	1.  Developing policies and procedures to implement within SFPD
2.  Meeting on a regular basis

3.  Under Review

4.  Completed

	New Projects
	Status

	1.  SAR Train the Trainer program for TLO workgroup
2.  Develop non-disclosure agreement for city department heads and mayor’s office for timely and efficient dissemination of threat information as needed.
	1.  Beginning to work with NCRIC and city agencies to develop basic program for boots on the ground employees.
2.  NCRIC has started.


	Objectives, Metrics and Projects

	Objective 6.4

	Provide training to TLOs, law enforcement and public safety personnel, and critical infrastructure and key resource (CIKR) owners and operators on recognizing and reporting criminal and/or terrorist indicators, and on conducting surveillance.

	Metrics

	· Train TLOs, law enforcement, and public safety personnel on how to recognize criminal and/or terrorism indicators and warnings and conduct critical infrastructure (CI) surveillance.

· Provide training to critical infrastructure and key resource (CIKR) owners and operators on how to recognize and report criminal and/or terrorist indicators and conduct surveillance.

	Existing Projects
	Status

	1.  Monthly training for TLO’s
2.  Critical infrastructure protection team assessments
3.  Private sector outreach by NCRIC’s private sector liaison
	1.  Ongoing
2.   Ongoing

3.  Ongoing

	New Projects
	Status

	1.  Coordinating efforts amongst PD, DEM, NCRIC, Private Sector, City Agencies
2.  Fusion liaison officers program for non-law enforcement public sector and private sector employees.
	1.  In the process of combining all TLO work amongst the various groups in order to maximize effort.
2.  In development
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