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Section 1: Introduction
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Coordinating and Supporting Departments

	Coordinating Department
	DEM (DES)

	Supporting Department(s)
	211, 311, ACS, DEM (DEC), DTIS
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ESF Responsibilities

	Department
	Responsibilities

	DEM (DES)
	· Provide oversight for all ESF #2 activities

· Coordinate the activation of ESF #2 and the staffing of the EOC Communications Branch

· Develop Communications Plan during emergency situation

· Provide staff to EOC Communications Branch as necessary

	DEM (DEC)
	· Communicate public safety information to EOC

· Provide staff to EOC Communications Branch as necessary

	211
	· Communicate emergency information to the public regarding community social services

· Maintain coordination with the EOC Communications Branch to ensure the provision of needed information to the public

· Provide staff to EOC Communications Branch as necessary

	311
	· Communicate emergency information to the public regarding city services

· Maintain coordination with the EOC Communications Branch to ensure the provision of needed information to the public

· Provide staff to EOC Communications Branch as necessary

	ACS
	· Provide communications assistance to CCSF departments and agencies during an emergency or in any event where additional communications equipment or personnel may be needed  
· Support communication and the flow of information by whatever means available and appropriate to the situation, including telephone, cellular phone, Internet, 800 MHz trunked radios, and Amateur Radio (voice and digital)
· Coordinate all efforts with EOC Communications Branch
· Provide staff to EOC Communications Branch as necessary

	DTIS
	· Provide information to the Communications Branch about CCSF communications system status 

· Provide maintenance to CCSF communications systems to ensure timely, efficient emergency messaging among responders 

· Deliver emergency messages to the public as required

· Provide staff to EOC Communications Branch as necessary
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Purpose 

Emergency Support Function (ESF) #2: provides the citywide capability to receive and transmit priority communications traffic during an imminent or actual emergency event that necessitates expanded coordination of communications systems.  During such an event, ESF #2 will provide management, oversight, and coordination of communications functions among City and County of San Francisco (CCSF) first responders, the CCSF Emergency Operations Center (EOC), City departments, and the general public.  
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1.4 Scope 

ESF #2 will coordinate the establishment, maintenance, and restoration of CCSF communications systems to ensure the provision of efficient communications during emergency response operations.  This function will enable the receipt and transmission of priority messages by coordinating emergency systems used to communicate with and among the various response departments and emergency systems used to communicate disaster information to the general public.  ESF #2 applies to all departments that may require communications services, or whose communications systems may be affected during emergency response operations.  

Section 2: Concept of Operations
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2.1 General Concepts
The CCSF Department of Emergency Management (DEM), Division of Emergency Services (DES) will activate ESF #2 during an impending or actual emergency event that threatens the integrity of or relies heavily on CCSF communications systems.  When activated, ESF #2 provides communications support to the affected area, field personnel, all CCSF DOCs, and to the EOC.  

As the coordinating department, DEM (DES) has ultimate responsibility to oversee ESF #2 activities.  Response resources such as equipment and personnel are drawn from ESF #2 supporting departments.   

This Concept of Operations will outline the following elements of the Communications support function:

· Emergency Communications

· EOC Communications Branch

· Organizational Structure

· Positions and Responsibilities

· Notification and Activation Procedures

· Response Actions

· Deactivation Procedures

2.1.1 Emergency Communications

2.1.1.1 Response Department Communications
During any major event impacting the CCSF, emergency communications systems are at risk of becoming limited due to systems being damaged, destroyed, overloaded, or otherwise rendered inoperable. Because effective communication is a critical component of emergency management, the use of interoperable, redundant communications systems among all response elements is essential to ensure a prompt and coordinated response.   
ESF #2 has been designated to ensure the fluidity of emergency response messaging among city departments. Through monitoring communications systems, coordinating the repair of damaged systems, providing backup and auxiliary communication assets, and notifying relevant departments of systems status, ESF #2 enables effective and interoperable communications between responders.  As a result, response departments are able to:

· Establish and maintain a common operating picture of the event

· Develop and disseminate appropriate public warnings

· Formulate, execute, and communicate operational decisions made at an incident site and among CCSF response departments

· Facilitate departmental awareness and understanding of the event 

· Enable emergency management personnel to develop, coordinate, and execute operational decisions and requests for assistance
2.1.1.2 Public Warning Communications
Public warning systems are designed to allow CCSF authorities to warn the public of impending or current emergencies affecting their area.  During a major disaster or event where the need to relay public information is immediate, ESF #2 will coordinate the development of public warning messages and their release via the most appropriate/effective public warning system.  

Public warning systems may be activated by local government officials, and will typically contain alert, notification, and educational information.  Such public warning systems are valuable due to their ability to communicate critical information to the public when other communications systems are undependable.  Public warnings may be issued during severe weather, flooding, fire, hazardous material release, terrorist threat, water contamination, and any other threats to life, property and safety. 

Several public warning systems are utilized throughout the CCSF, to include:

· Commercial Pages

· Emergency Digital Information Service (EDIS)
· Emergency Alert System (EAS)

· KALW @ 91.7

· National Oceanic and Atmospheric Administration (NOAA)
· Outdoor Public Warning System (OPWS)

· RoamSecure Notifications

· San Francisco Government Television (SFGTV)

2.1.1.3 Emergency Communications Systems Overview

The CCSF communications and warning capabilities presently available are telephone communications, radio communications, data / internet connection communications, and public warning system communications.  The following tables (Table 2-1, Table 2-2, Table 2-3, and Table 2-4) provide an overview of each system available within the CCSF.  Further details regarding each system may be found in Appendix B: Comprehensive Communications Systems List, of this document.
	Telephone Communications

	System
	Description

	Cellular Telephones
	Cellular telephones are wireless radio telephones that are primarily dependent upon terrestrial cellular sites e.g., radio reception points, to enable transmission of calls.  Cellular services in general are prone to disruptions due to user overload, system failures at times of disasters, emergencies and large special events, and therefore may not typically be fully reliable / dependable at such times. 

	Governor Emergency Telephone System (GETS)
	GETS provides National Security/Emergency Preparedness (NS/EP) personnel a high probability of completion for their phone calls when normal calling methods are unsuccessful. It is designed for periods of severe network congestion or disruption, and works through a series of enhancements to the Public Switched Telephone Network (PSTN). Users receive a GETS “calling card” to access the service.

	Mayor Emergency Telephone System (METS)
	METS is a proprietary telephone system connecting all major City buildings and departments. METS line phones are dedicated and are often identifiable as red-colored phones sets. The blue police call boxes located on the streets throughout the City operate on the METS system. These lines have the ability to call all City offices as well the ability to connect to the external public telephone network.

	National Warning Alert System (NAWAS) / California Warning Alert System (CALWAS)
	This is a dedicated, nationwide, party line telephone warning system operated on a 24 hours basis. It is used for the dissemination of warning and other emergency information from federal and state warning points to county warning points. In California, it is controlled by the California OES Warning Center.

	OASIS
	Operated by the California Emergency Management Agency (CalEMA), OASIS is a dedicated satellite radio phone system with low speed data capability, created to assist in emergency services coordination. It is installed in every California county Emergency Operations Center and many State facilities, including the State Warning Center. The system can be accessed via external phone lines and can also be used to access external phone lines. 

	Plain Old Telephone System (POTS)
	POTS lines are the standard wired systems using land-based copper lines for voice exchange between two telephones or multiple telephones via conference calling.  All City agencies are connected within their premises by a mechanical switch or a PBX server, which regulates the internal extensions and all external incoming calls.  In the event of telephone service failure, each City agency may still be able to communicate within their respective premises using the POTS in the intercom mode, e.g., retain ability to call internal extensions within premises.

	Satellite Phones
	Satellite phones are commercial wireless radiotelephones that rely on radio transmissions via orbiting satellites and strictly operate under direct “line-of-sight” rules.

	Voice Over Internet Protocol (VOIP)
	The VOIP Service is a method of voice communications using Internet Protocol.  The telephone numbers and extensions rely on a computer system and server which executes the call routing and interfaces with the public telephone system.  The City, through the Department of Telecommunications and Information Services utilizes VOIP in a small number of City Departments.  The VOIP Service can be either locally supported (within a given office or structure) or distributed through the City’s Fiber Network.

	Wireless Priority Access (WPS)
	WPS is a method of improving connection capabilities for a limited number of authorized national security and emergency preparedness cell phone users. In the event of congestion in the wireless network, an emergency call using WPS will wait in queue for the next available channel. WPS calls do not preempt calls in progress or deny the general public’s use of the radio spectrum. 


Table 2-1: Telephone Communications Systems

	Radio Communications

	System
	Description

	“25-Cities” Gateway
	The 25 Cities Project is an interoperability gateway that will allow Federal Users the ability to talk with 800 MHz Mutual Aid Users and UHF MA TBAND, and Low Band CLEMARS Users.

	800 MHz Citywide Emergency Radio System (CERS)
	Dedicated, 800 MHz trunked public safety radio system that provides radio services to first responders and other Federal, State, and local agencies.

	800 MHz Mutual Aid
	The state of California has assigned four 800 MHz frequencies specified for public safety mutual aid.  Two have been designated for the Fire/Medical Services (Firemars High and Low) and two specified for law enforcement (CLEMARS High and Low).  

	800 MHz Public Works Emergency Radio System (PERS)
	Motorola Smartzone 3.0 System consisting of four sites in a simulcast configuration.  Provides radio services to 43 talk groups between 12 city agencies/departments.  Consists of 10 channels, but expandable to 12.

	American Red Cross
	The American Red Cross has a unique conventional, analog 800 MHz radio channel that operates within six counties of the Bay Area.  It is typically used as a command channel, as capacity is limited.  

	Auxiliary Communications Service (ACS)
	ACS is the voluntary communications arm of the San Francisco Office of Emergency Services which supports CCSF communication and information flow by whatever means available and appropriate to the situation, including telephone, cellular phone, Internet, 800 MHz trunked radios, and Amateur Radio (voice and digital).  

	California Emergency State Radio System (CESRS)
	CESRS is a VHF radio system that is repeated throughout California that connects all Operational Areas with Regional and State Emergency Operations Centers.   

	Console Patches
	Console Patching functionality is the ability to link channels or talkgroups together to provide radio interoperability for dispatchers and users in the field.  

	Control 9 / Control 10 (CORD 9/10) 
	The Cord 9/10 system is two UHF frequencies that are used by the Department of Public Health, San Francisco General Hospital, and Laguna Honda Hospital for communications.  

	Fire White Channel
	The Fire White Channel is available throughout the State of California, dedicated for interoperability for Fire Departments.  San Francisco Department of Telecommunications and Information Systems (DTIS) maintains a Fire White Base Station at Twin Peaks for coverage within San Francisco.  This is an analog, conventional channel.  

	Handheld Amateur (HAM) Radio – Digital Communication
	Utilizing digital modes within the UHF, VHF and HF amateur radio bands, text-based information can be relayed among CCSF departments and agencies.  Communication with neighboring jurisdictions can also be established as needed.

	HAM Radio – Voice Communication
	Amateur Radio frequencies in UHF, VHF and HF bands are used by 

FCC Licensed Amateur Radio Operators in the Auxiliary Communications Service to perform voice communications for departments and agencies of the City and County of San Francisco.  Communication with neighboring jurisdictions can also be established as needed.

	Hospital Emergency Administration Radio Network (HEARNET)
	The HEARNET System is a VHF dedicated frequency linking all hospitals for coordination.  

	Public Utilities Commission (PUC) Water Department – Conventional LowBand System
	The San Francisco Public Utilities Commission, Water Department Users, utilize a low-band communications system throughout the Bay Area.  This includes communications through the peninsula, the East Bay, and to Hetch Hetchy Reservoir.  

	San Francisco International Airport (SFO)
	The San Francisco International Airport maintains a unique Radio Communications System within the geographic footprint of the Airport, consisting of VHF, UHF T-Band and 800MHz frequencies.

	San Francisco Metropolitan Transportation Authority  (SFMTA) San Francisco Municipal Railway (MUNI) Radio Systems 
	The San Francisco Municipal Transportation Agency utilizes several radio communications systems for daily operations, to include UHF, VHF and 800 MHz.

	San Francisco Police Department (SFPD) - VHF-Low Band
	SFPD has the ability to operate on simplex frequencies in the Conventional Low Band VHF radio systems.  


Table 2-2: Radio Communications Systems

	Data / Internet Connection Communications

	System
	Description

	Fiber Connectivity
	There are 70 miles of fiber throughout the City and County of San Francisco.  The City owned fiber network connects most City-Owned and City Occupied buildings.  The fiber ring includes Twin Peaks, City Hall, One Market Plaza,1011 Turk St (EOC, and 911) 850 Bryant (PD HOJ) and 2nd and Townsend (FDHQ). There are 91 facilities connected as spur locations, including the Airport, City College and One South Van Ness. The fiber network also connects several of the Radio Sites which offers redundant links to the sites.

	Internet Services
	Presently there is one internet connection point in San Francisco, maintained by Dept of Technology.  Additionally, individual departments have their own DSL connections that can access the Internet.  Department of Technology is planning for a backup internet connection point for redundancy.  

	Private Wireless Data Network
	The City owns and operates a private 800MHz IP-Based Wireless Data Network.  It is used by SFPD, SFFD and selective Sheriff’s Office Users.  The network is Motorola’s HPD and DataTAC technology, and requires a unique modem to operate on the network.  There is no access to the Internet via this system.

	Public Carrier Services
	Several City Departments utilize wireless data services offered by Public Carriers, including Sprint/Netxtel, Verizon and AT&T.  Public Carriers use data technologies including EDGE, HSDPA and CDMA, depending on the carrier.  Public Carriers include AT&T, Verizon, Sprint/Nextel, and T-Mobile.  These networks are accessed via subscription based service, and funded and maintained by each City Agency.  

	WiFi
	WiFi allows access to the Internet via 802.11 protocols, utilizing 2.4GHz frequency.  It is a wireless “hot spot” technology that offers little mobility.   The City has several WiFi nodes available for Public Access including City Hall, Union Square, Portsmouth Square, etc.  The WiFi nodes have access to the Internet via a different channel than the Internet Service offered by Department of Technology, described above.


Table 2-3: Data / Internet Connection Communications Systems
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	Public Warning Communications Systems

	System
	Description

	Commercial Pages
	A number of commercial entities provide paging service for individuals on a subscription basis.  These pagers are often capable of receiving short alpha-numeric text messages, and some are capable of sending a response.  A number of Departments and Agencies use pagers as one method of notifying their critical personnel of important information, and pagers can also be used to alert the public if they are enrolled in the Roam Secure Notification system managed by the Department of Emergency Management (AlertSF).

	Emergency Alert System (EAS)
	EAS is a national system that superseded the Emergency Broadcast System (EBS). The EAS digital system architecture allows broadcast stations, cable systems, participating satellite companies, and other services to send and receive emergency information quickly and automatically even if those facilities are unattended.

	Emergency Digital Information Service (EDIS)
	EDIS is a service of the State OES in partnership with private, local, state and federal organizations and agencies. Service to the deaf and hearing-impaired and other populations with special needs is a particular emphasis of the EDIS program.  EDIS utilizes a combination of communication methods to notify emergency management, media, and the public of emergency information.  

	KALW @ 91.7
	KALW is an educational, non-commercial FM radio station operated by the San Francisco Unified School District.  KALW can be used to broadcast emergency information to the public directly from the DEC/911 Dispatch Center.

	NOAA
	The National Oceanic and Aeronautics Administration (NOAA), through it’s National Weather Service, maintains beacons throughout the country that broadcast weather forecasts, as well as alerts, watches and warnings for severe weather and natural hazards.   NOAA allows emergency management and public safety agencies to use this system to inform the public of non-weather emergency and disaster information

	Outdoor Public Warning System (OPWS)
	OPWS is designed to alert residents and visitors of San Francisco who are outdoors about possible danger. Specific emergency announcements can be broadcast over any one of the 72 sirens, which are located on poles and on top of buildings throughout all neighborhoods in San Francisco. They are tested at 12 o’clock every Tuesday afternoon. During the weekly test, the siren emits a single 15-second alert tone, similar to an emergency vehicle siren. In the event of a disaster, the 15 second alert tone will sound repeatedly for 5 minutes.

	RoamSecure Notifications 

(DSW Alert and AlertSF)
	RoamSecure Notification Systems (DSW Alert and AlertSF) are text-based notification systems.  AlertSF is designed for notification of the public during or after an emergency.  DSW Alert is the internal system the city uses for various day to day tasks as well as the dissemination of information during an emergency.

	San Francisco Government Television (SFGTV)
	SFGTV is a cable channel granted to the City and County of San Francisco for the purpose of cable-casting government television programming. In the event of an emergency, SFGTV is available as needed, and emergency information has priority over all other programming. 


Table 2-4: Public Warning Communications Systems

2.1.2 EOC Communications Branch

Mission
The mission of the EOC Communications Branch is to enable the CCSF EOC to receive and transmit priority message traffic on a 24-hour daily basis; to facilitate the receipt and transmission of emergency message traffic among CCSF departments in support of imminent or actual emergency operations; and to ensure that warnings, weather advisories, and critical event information are efficiently and appropriately delivered to the public. 
Overarching Responsibilities

The overarching responsibilities of the CCSF Communications Branch include the following:

· Coordinate activation of CCSF public warning systems when a threat to the health or safety of residents is identified

· Send messages over various networks in collaboration with the JIC, Operations Support Section Chief, or EOC Manager

· Ensure radio, telephone, and computer resources and services are provided to EOC staff as required

· Oversee the installation and maintenance of communications resources within the EOC

· Determine specific computer requirements for all EOC positions

· Implement EOC information systems

· Ensure that the EOC Communications Center has adequate communications operators available for 24-hour coverage

· Develop and distribute a Communications Plan that identifies all systems in use, ensures enough frequencies are allocated to facilitate operations and lists specific frequencies allotted for the emergency

2.2 Communications Organization 
2.2.1 ESF #2 Organizational Structure

During a CCSF EOC activation, ESF #2 is coordinated at the EOC Communications Branch.  Figure 2-1 below depicts the structure of the Communications Branch, the positions within the branch, and the interaction between the supporting ESF #2 departments and the coordinating department, DEM/DEC.

[image: image3.emf]EOC Manager

Operations Section Chief 

Communications Branch 

Coordinator

(DEM)

Public Warning 

System       

Auxiliary Communications 

Unit Leader       

EOC

Communications 

Branch

Supporting 

Departments

Non-Emergency 

Communications Unit Leader       

Emergency 

Communications / 

Dispatch Unit Leader 

211, 311, ACS, 

DEM (DEC), 

DTIS

EOC Manager

Operations Section Chief 

Communications Branch 

Coordinator

(DEM)

Public Warning 

System       

Auxiliary Communications 

Unit Leader       

EOC

Communications 

Branch

Supporting 

Departments

Non-Emergency 

Communications Unit Leader       

Emergency 

Communications / 

Dispatch Unit Leader 

211, 311, ACS, 

DEM (DEC), 

DTIS


Figure 2-1: ESF #2 Organization
2.2.2 Communications Branch Positions and Responsibilities
The following table details the overall responsibilities of each Communications Branch position. Specific procedures for these positions are detailed in the ESF #2: Communications Checklist, located in the EOC Standard Operating Procedures (SOP) Manual.  

	Position 
	Responsibility

	Communications Branch Coordinator
	· Coordinates overall Communications Branch activities

· Exchanges information with the Operations Support Section Chief on a regular basis to ensure continual event awareness

· Determines staffing needs according the event and assigns personnel to fill positions

· Coordinates dissemination of public information with       ESF #15: Joint Information System

	Auxiliary Communications Unit Leader
	· Coordinates the use of alternate communications systems according to the needs of the event

· Maintains situational awareness to continually assess the status of auxiliary communications that are needed and those that are in use

· Provide situation status updates to Communications Branch Coordinator

	Non-Public Safety Communications Unit Leader
	· Receives communications systems status updates from non-public safety CCSF departments

· Receives and coordinates requests for communications assistance

· Coordinates the repair of damaged communications systems as needed

· Coordinates the switchover to secondary communications systems as needed

· Delivers regular communications system status updates to the Communications Branch Coordinator

	Public Safety Communications Unit Leader
	· Receives communications systems status updates from the 911 PSAP and Dispatch Center 

· Provides CAD support for EOC Law and Fire as requested

· Receives and coordinates requests for communications assistance

· Coordinates the repair of damaged communications systems as needed

· Coordinates the switchover to secondary communications systems as needed

· Delivers regular communications system status updates to the Communications Branch Coordinator

	Public Warning System Unit Leader
	· Gathers necessary event information and formulates public warning messages

· Facilitates the timely dissemination of public warning messages

· Coordinates with the necessary departments to disseminate public warning notifications 


Table 2‑5: ESF #2 Positions and Responsibilities
2.3 Notification and Activation 

2.3.1 Notification

Upon activation of ESF #2, the EOC Communications Branch Coordinator will notify all supporting ESF #2 departments.  Notification will be distributed via the most appropriate communications equipment for the event requirements, and will detail event information, reporting instructions, and any relevant communications coordination information.  Supporting department representatives involved within the EOC Communications Branch will be determined according to the needs and scope of the event.

2.3.2 Activation
The activation of ESF #2 and corresponding activities generally coincide with an activation of the EOC.  DEM will determine the extent to which ESF #2 coordination activities are needed, and will identify which EOC Communications Branch positions will be necessary in order to best facilitate the EOC mission.  The extent of activation and needed positions will be directly correlated with the needs and scope of the event (e.g. during a small, uncomplicated event only certain positions may be activated, while a large-scale event may require the activation of all positions).  Conditions in which ESF #2 may be activated include:

· During an event (natural or manmade) of such magnitude that the need for citywide communications coordination is self-evident

· Immediately following a terrorist attack in the Bay Area

· During any event that requires close coordination and monitoring of CCSF communications systems in order to guarantee successful event management.
2.3.2.1 Activation Authorities

San Francisco DEM has primary authority to activate ESF #2 during any situation where the need for consistent, interoperable communications is critical to the management of an event.  Activation of ESF #2 may also be requested by any department by contacting the DEM Duty Officer.  

2.3.3 Communications Branch Response Actions 

Step 1: Assess Communications Systems and Notify Public
· Determine status of primary and alternate communications systems  

· Notify DTIS to initiate repair if system failures exist
· Identify public safety messaging needs; coordinate public warning message with ESF #15 and DTIS
· If immediate public warning is necessary:

· Notify DTIS to make the Outdoor Public Warning System ready for use

· Coordinate public warning message with ESF #15 and DTIS

Step 2: Coordinate with EOC 

· If activated, send appropriate representatives to EOC 

· Identify and assign Communications Branch positions 
· Determine specific communications requirements for all EOC positions
· Implement EOC information systems as needed

· Establish and maintain communications with ESF #2 supporting departments and other relevant departments/ESFs as necessary.

· Implement the Tactical Interoperable Communications Plan (TICP) as necessary  
· Activate and staff the Communications Leader position
· Determine specific communications requirements for all EOC positions
· Implement EOC information systems as needed
· Initiate interoperable system operations as required
· Initiate reporting processes to EOC Management and appropriate authorities

· Communicate internal incident response information to EOC Planning Section
· Provide frequent communications status updates to EOC Management and other relevant entities (CCSF authorities, State/Federal Liaisons, etc.).

· Coordinate response actions with the EOC in support of ESF emergency management actions.

· Report and document event activities by completing and submitting required forms, reports, documentation, and follow-up notations on immediate response communications.

· Coordinate and open State communications support/channels to local and tribal government and the private-sector to assist in awareness, prevention, response, and recovery communications activities.
Step 3: Coordinate Communications Systems
· Develop an Incident Communications Plan (ICS205 or equivalent) that identifies all systems in use, ensures enough frequencies are allocated to facilitate operations, and lists specific frequencies allotted for the emergency. 

· Distribute Incident Communications Plan to relevant department representatives and authorities.

· If moving to alternate communications system, ensure that affected departments are notified through dispatch operations.

· Ensure redundant communications circuits/channels are available for use
Step 4: Manage Resources
· Maintain, manage, and ensure protection of interoperable communications assets
· Coordinate the acquisition and deployment of communications resources
· Coordinate resource requests or requests for communications assets through the EOC Logistics Section
· Assess the need for mobile and transportable telecommunications assets (e.g., communications or incident command vans, gateways, etc.)

· Coordinate the deployment of CCSF transportable communications assets to needed locations
· If CCSF assets are unavailable, determine the availability of mutual aid transportable communications assets
Step 5: Continue to Monitor, Track, and Inform
· Maintain communications with ESF #2 supporting departments and other relevant department(s)/ESF(s) as necessary
· Provide communications status updates to relevant department(s)/ESF(s).

· Provide situation updates, as necessary
· Re-evaluate the current situation status

· Determine future needs, as appropriate
2.3.4 Deactivation

ESF #2 will be deactivated when the need for additional communications coordination has either diminished or ceased.  ESF #2 functions may be deactivated or scaled back at the discretion of the EOC Manager or Operations Support Section Chief, as appropriate.  After the decision to deactivate has been determined, the following activities may be necessary:   

· Complete or transfer remaining ESF #2 responsibilities to the appropriate department(s)

· Provide deactivation information to all involved response departments and supporting ESF departments

· Issue a final status report to the Operations Support Section Chief

· Coordinate deactivation with Operations Support Section Chief, to include staff release, equipment return, and inventory
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Section 3: Planning Assumptions
The following planning assumptions for ESF #2: Communications apply:

· A natural or manmade disaster may severely damage the communication infrastructure in the impacted area

· Damage to communications equipment may influence the means and accessibility level for relief services and supplies

· Initial damage reports may be fragmented and provide an incomplete picture concerning the extent of damage to telecommunications facilities

· Weather and other environmental factors may restrict the ability of suppliers to deploy mobile or transportable telecommunications equipment into the affected area

· Communications assistance will be provided according to the requirements of this plan and the San Francisco TICP.
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Appendix A: List of Abbreviations and Acronyms
The following abbreviations and acronyms are used in this annex:
	211
	HelpLink Social Services Hotline

	311
	San Francisco Customer Service Center

	ACS
	Auxiliary Communications Service

	CCSF
	City and County of San Francisco

	DEC
	Division of Emergency Communications

	DEM
	Department of Emergency Management

	DES
	Division of Emergency Services

	DTIS
	Department of Telecommunications and Information Services

	EOC
	Emergency Operations Center

	ESF
	Emergency Support Function

	EDIS
	Emergency Digital Information Service

	EAS
	Emergency Alert System

	NOAA
	National Oceanic and Atmospheric Administration

	OPWS
	Outdoor Public Warning System

	SFGTV
	San Francisco Government Television

	NS/EP
	National Security/Emergency Preparedness

	GETS
	Governor Emergency Telephone System

	METS
	Mayor Emergency Telephone System

	NALWAS
	National Warning Alert System

	CALWAS
	California Warning Alert System

	POTS
	Plain Old Telephone System

	VOIP
	Voice Over Internet Protocol

	WPS
	Wireless Priority Access

	MUNI
	Municipal Railway

	SFMTA
	San Francisco Municipal Transit Authority

	CERS
	Citywide Emergency Radio System

	MHz
	Megahertz

	PERS
	Public Works Emergency Radio System

	CESRS
	California Emergency State Radio System

	CORD9/10
	Control 9 / Control 10

	HAM
	Handheld Amateur Radio

	HEARNET
	Hospital Emergency Administration Radio Network

	SFO
	San Francisco Airport

	UHF
	Ultra High Frequency

	VHF
	Very High Frequency

	HSDPA
	High-Speed Downlink Packet Access

	CDMA
	Code Division Multiple Access

	EBS
	Emergency Broadcast System

	DSW
	Disaster Service Worker

	PUC
	Public Utilities Commission

	TICP
	Tactical Interoperable Communications Plan

	SFPD
	San Francisco Police Department

	SOP
	Standard Operating Procedures


Appendix B: Comprehensive Communications System List

Telephone Communications Systems
	Cellular Telephones

	Overview:


	Cell phones are wireless radio telephones that are primarily dependent upon terrestrial cellular sites i.e. radio reception points, to enable transmission of calls.  Commercial providers provide the cellular services utilized by City agencies.  Cellular service coverage varies between the different commercial carriers based upon their coverage footprint, which is primarily determined by the number of cellular sites the commercial carrier has in a geographic region. Cellular services in general are prone to disruptions due to user overload, system failures at times of disasters, emergencies and large special events, and therefore may not typically be fully reliable / dependable at such times. 

	System Owner(s):
	The Department of Telecommunications and Information Services oversees the purchase, distribution and maintenance of cellular equipment; each department usually has a point-of-contact to help with internal distribution and usage.

	System Users:
	All departments and agencies.

	Protocols for use:
	Reference CCSF policy and internal department policy documents.

	Activation Point of Contact:
	DTIS oversees the purchase, distribution and maintenance of cellular equipment; each department usually has a representative.

	Primary Fallback System:
	SMS (text) message on cellular phone / Blackberry.


	Government Emergency Telecommunications Service (GETS)

	Overview:
	The Government Emergency Telecommunications Service (GETS) provides National Security/Emergency Preparedness (NS/EP) personnel a high probability of completion for their phone calls when normal calling methods are unsuccessful. It is designed for periods of severe network congestion or disruption, and works through a series of enhancements to the Public Switched Telephone Network (PSTN). GETS is in a constant state of readiness. Users receive a GETS “calling card” to access the service. This card provides access phone numbers, Personal Identification Number (PIN), and simple dialing instructions.

	System Owner(s):
	- National Communications System (NCS) in the Cyber Security & Communications Division, National Protection and Programs of the Department of Homeland Security.

- CCSF administration by the Department of Emergency Management

	System Users:
	Available to all CCSF departments and agencies

	Protocols for use:
	GETS cards are requested through the Department of Emergency Management.  All Department heads, Emergency Management personnel and other similar personnel should request a GETS card, maintain current information with the POC, and carry the card at all times.

When regular telephone service is delayed due to network congestion, the GETS may be used for telephone communications as long as a dial tone can be established.

	Activation Point of Contact:
	Department of Emergency Management. Division of Emergency Services, ACS Coordinator

	Primary Fallback System:
	Satellite Radio Telephone for emergency communications,

Amateur Radio for non-emergency communications


	Mayor’s Emergency Telephone System (METS)

	Overview:
	This is a CCSF proprietary telephone system, connecting all major City buildings and agencies. It utilizes city-owned lines and is serviced by the City’s telecommunications department. METS line phones are dedicated and are often identifiable as red-colored phones sets. The blue police call boxes located on the streets throughout the City operate on the METS system. These lines have the ability to call all City offices as well the ability to connect to the external public telephone network.



	System Owner(s):
	Department of Telecommunications and Information Services 

	System Users:
	The primary office of each CCSF department or agency has at least one METS telephone



	Protocols for use:
	Used primarily for inter-departmental communications, but can also be used to place calls to other jurisdictions; 



	Activation Point of Contact:
	Maintenance issues should be directed to the Department of Telecommunications and Information Services 



	Primary Fallback System:
	GETS - Government Emergency Telecommunications Service


	National Warning Alert System (NAWAS)

California Warning Alert System (CALWAS)

	Overview:
	This is a dedicated, nationwide, party line telephone warning system operated on a 24 hours basis. It is used for the dissemination of warning and other emergency information from federal and state warning points to county warning points. In California, it is controlled by the California OES Warning Center. The NAWAS has major terminals at each State EOC and State Emergency Management Facility. The system consists of what is effectively a 2200+ telephone party line and is more than a normal telephone system. The phone instruments are designed to provide protection for lightening strikes so they may be used during storms. The interconnecting lines are provided some protection and avoid local telephone switches, ensuring they are available even when the local system is down or overloaded. The drawback to this system is it relies on human intervention to transmit and receive warning information over the system. CALWAS is a subset of NAWAS for the State of California. CALWAS connects State OES in Sacramento to the emergency operations centers of the 58 counties.

	System Owner(s):
	California Governor’s Office of Emergency Services

	System Users:
	Department of Emergency Management

	Protocols for use:
	Used by the Department of Emergency Management in the 911 Dispatch Center.  

	Activation Point of Contact:
	Department of Emergency Management

	Primary Fallback System:
	EAS / EDIS


	Operational Area Satellite Information System (OASIS)

	Overview:
	Operated by the California Governor’s Office of Emergency Services (OES), OASIS is a dedicated satellite radio phone system with low speed data capability, created to assist in emergency services coordination. It is installed in every California county Emergency Operations Center and many State facilities, including the State Warning Center. The system can be accessed via external phone lines and can also be used to access external phone lines. 

	System Owner(s):
	California Governor’s Office of Emergency Services

Maintained locally by the Department of Telecommunications and Information Systems (DTIS)

	System Users:
	Department of Emergency Management

	Protocols for use:
	Used by the Department of Emergency Management in the Emergency Operations Center and the 911 Dispatch Center.

The Governor’s Office of Emergency Services, Auxiliary Communications Service, can provide additional capability with their OASIS Satellite Trainers.

	Activation Point of Contact:
	Department of Emergency Management



	Primary Fallback System:
	Amateur Radio (voice or data)


	Plain Old Telephone System (POTS)

	System Name:
	POTS lines are the standard wired systems using land-based copper lines for voice exchange between two telephones or multiple telephones via conference calling.  All City agencies are connected within their premises by a mechanical switch or a PBX server, which regulates the internal extensions and all external incoming calls.  In the event of telephone service failure, each City agency may still be able to communicate within their respective premises using the POTS in the intercom mode, i.e., retain ability to call internal extensions within premises.

	System Owner(s):
	Department of Telecommunications and Information Services

	System Users:
	All City departments and agencies

	Protocols for use:
	Each department should maintain a current list of phone numbers for their department.

Each department sets the protocols for phone usage, within the CCSF phone usage policies

	Activation Point of Contact:
	Available to all departments and agencies; maintenance issues should be directed to the Department of Telecommunications and Information Services 

	Primary Fallback System:
	METS – Mayors Emergency Telephone System


	Satellite Radio Phones

	Overview:
	Satellite phones are commercial wireless radiotelephones that rely on radio transmissions via orbiting satellites and strictly operate under direct “line-of-sight” rules.

Satellite systems work best in open environments where there are no obstructions covering user locations. 

The City and County of San Francisco currently uses Iridium and Globalstar systems for mobile communications via handheld units. The City also uses M-SAT satellite service providing telephone and data capabilities at a premium charge per minute. This system incorporates a PTT (push to talk) radio, which provides direct connectivity to the State Warning Center via the SKYMARS system. The City has configured the M-Sat system with a private talk group exclusively for city use.  The Globalstar system is currently not reliable and a new service will be selected to replace it.

	System Owner(s):
	Private commercial service providers.

Department of Telecommunications and Information Services.

Metropolitan Transportation Commission

Individual departments and agencies.

	System Users:
	Major City departments have at least one hand handheld with telephone capability.

The Department of Emergency Management has several portable MTA and the Emergency Operations Center have a M-SAT units with roof mounted antennas.

	Protocols for use:
	Satellite radio phones must be used outdoors with a clear line of site to the satellite orbit area, which may be fixed or rotating.  Remotes may be utilized within a building or vehicle where an external antenna has been mounted on a roof.

The Department of Emergency Management has several portable M-SAT units for emergency management coordination.  These have telephone and radio talk-group capability.

MTA and the Emergency Operations Center have M-SAT units with roof mounted antennas for coordination with transportation agencies.

	Activation Point of Contact:
	Department of Emergency Management



	Primary Fallback System:
	Amateur Radio (voice or data)


	Voice Over Internet Protocol (VOIP)

	Overview:
	The VOIP Service is a method of voice communications using Internet Protocol.  The telephone numbers and extensions rely on a computer system and server which executes the call routing and interfaces with the public telephone system.  The City, through the Department of Telecommunications and Information Services utilizes VOIP in a small number of City Departments.  The VOIP Service can be either locally supported (within a given office or structure) or distributed through the City’s Fiber Network.



	System Owner(s):
	Department of Telecommunications and Information Services



	System Users:
	All City departments and agencies

	Protocols for use:
	Each department should maintain a current list of phone numbers for their department.

Each department sets the protocols for phone usage



	Activation Point of Contact:
	Department of Telecommunications and Information Services 



	Primary Fallback System:
	METS – Mayors Emergency Telephone System


	Wireless Priority System (WPS)

	Overview:
	WPS is a method of improving connection capabilities for a limited number of authorized national security and emergency preparedness (NS/EP) cell phone users. In the event of congestion in the wireless network, an emergency call using WPS will wait in queue for the next available channel. WPS calls do not preempt calls in progress or deny the general public’s use of the radio spectrum. 

	System Owner(s):
	- National Communications System (NCS) in the Cyber Security & Communications Division, National Protection and Programs of the Department of Homeland Security.

- On GSM (Global System for Mobile Communications) and iDEN (Integrated Digital Enhanced Network) by AT&T, Edge Wireless, SouthernLINC, Sprint/Nextel (iDEN) and T-Mobile. 

- On CDMA (Code Division Multiple Access) by Alltel, Cellular South, Sprint PCS and Verizon Wireless. Details are continually updated on the Carriers section of the WPS website.

- CCSF administration by Department of Emergency Management

	System Users:
	Available to all CCSF departments and agencies

	Protocols for use:
	WPS is requested through the Department of Emergency Management.  

All Department heads, Emergency Management personnel and other similar personnel should request a WPS for their work cellular phone. 

The initial set-up fee ($10.00 per phone), monthly service charge ($4.50) and usage fees ($0.75/minute) are the responsibility of the department requesting the service.

When regular cellular service is delayed due to network congestion, the WPS will give priority to cell phones enrolled in the system and using the *272 code to initiate calls, as long as a cellular signal can be established.

	Activation Point of Contact:
	Department of Emergency Management, Division of Emergency Services, ACS Coordinator

	Primary Fallback System:
	Satellite Radio Telephone for emergency communications,

Amateur Radio for non-emergency communications
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Radio Communications Systems

	“25-Cities” Gateway

	Overview:
	The 25-Cities Project consists of a Smartlink Gateway deployed at Twin Peaks, with console positions located at the Federal Building (Golden Gate Ave.) and 1011 Turk Street.  

The system contains seven channels that can be bridged together to interconnect talkgroups.  The seven Channels available are one (1) LowBand, two (2) VHF-FED,  two (2) UHF-FED, one (1) UHF-TBAND and one (1) 800 MHz (ITAC4 or C5 in most city radios)

This interoperability gateway will allow Federal Users the ability to talk with 800 MHz Mutual Aid Users and UHF MA TBAND, and Low Band CLEMARS Users.

	System Owner(s):
	Federal Bureau of Investigation, Telecommunications Services Division

	System Users:
	Federal Users - ATF, DEA, Coast Guard, FBI

800 MHz Users – SFPD, SFFD, SFSO 

UHF Mutual Aid TBAND Users 

Low Band CLEMARS Users - CHP 

	Protocols for use:
	See the San Francisco Tactical Interoperable Communications Plan for Standard Operating Procedures.

	Activation Point of Contact:
	Federal Bureau of Investigation, Telecommunications Services Division and/or DTIS – System Watch

	Primary Fallback System:
	This is a stand-alone system. 


	800-MHz Citywide Emergency Radio System (CERS)

	Overview:
	CERS is a dedicated, 800 MHz trunked public safety radio system that provides radio services to first responders, and other local, state and federal agencies.  It is a Motorola Smartzone 3.0 System; 23​ channel, trunked, 8-site simulcast radio system with approximately 7500 end-user subscriber radios tied into it.  The trunked CERS operates by utilizing a centralized computer to automatically pool and allocate frequencies (channels) as needed to talk groups that are assigned to various subscribing agencies.  When a user initiates transmission on the system, the trunked system automatically assigns a channel for transmission and notifies all members of the respective user’s talk group to listen on the assigned channel. CERS provides radio services to 130 talk groups between more than 16 city agencies/departments. 

Dispatch locations for this system include 1011 Turk St (for 911, PD and FD Communications) and 6th St. for DPT.

	System Owner(s):
	Department of Emergency Management (DEM) – IT and Finance Division

Department of Telecommunications and Information Services (DTIS) – Wireless Services Division

	System Users:
	· SFPD

· SFFD

· DEM

· SFSD

· DTIS

· DPT

· RPD

· Private Ambulance Companies

· Public Library

· San Francisco State University

· City College of San Francisco

· University of California San Francisco

· State Patrol

· MMTF

· PUC Water

· Medical

· Fine Arts

· Light, Heat

· Motive Power

	Protocols for use:
	The protocols for use, talkgroup plan, and further details on the CERS system are documented in the San Francisco Tactical Interoperable Communications Plan

	Activation Point of Contact:
	Department of Telecommunications and Information Services – Wireless Services Division

	Primary Fallback System:
	CERS has several levels of degradation, including Site Trunking, Failsoft, Local Failsoft, and a Mobile Trunking Trailer (MTT).  The operational policies and procedures of these conditions are documented in the CERS 800 MHz Radio Contingency Plan.

The DTIS maintains documentation of the Failsoft channel assignments


	800-MHz Mutual Aid

	Overview:
	The State or Federal governments generally designate Mutual Aid Channels for the purposes of interoperability with other jurisdictions.  A jurisdiction may also own and provide a frequency for mutual aid purposes, allowing non-jurisdictional elements to communicate with the host system.  

In the NPSPAC band, the Federal Communications Commission (FCC) designated 5 federal mutual aid channels for interoperability.  These are ICALL(8CALL90), ITAC1(8TAC91), ITAC2 (8TAC92), ITAC3 (8TAC93), ITAC4 (8TAC94),

The state of California has assigned four 800 MHz frequencies specified for public safety mutual aid.  Two have been designated for the Fire/Medical Services (Firemars High and Low) and 2 specified for law enforcement (CLEMARS High and Low).  

All 9 of these channels are installed at Twin Peaks and available for Mutual Aid.

	System Owner(s):
	Department of Telecommunications and Information Services – Wireless Services Division

	System Users:
	All users of the PERS and CERS System, as most mutual aide channel are programmed in to the C-Bank of the City’s 800MHz Radios.

	Protocols for use:
	Mutual Aid Channel Usage Protocols are defined in the San Francisco Tactical Interoperable Communications Plan

	Activation Point of Contact:
	Department of Telecommunications and Information Services – Wireless Services Division

And / or

DEM – Division of Emergency Communications (911 Dispatch) for monitoring

	Primary Fallback System:
	N/A


	800-MHz Public Service Emergency Radio System (PERS)

	Overview:
	PERS is a Motorola Smartzone 3.0 System, consisting of 4 sites in a simulcast configuration. There are approximately 2000 end-user subscriber radios tied into it.  It is controlled and operated by DTIS in conjunction with DPW and provides radio services to 43 talk groups between 12 city agencies/departments. In normal operation it consists of 10 channels,  but can be expanded to 12 channels by

"borrowing"  2 additional channels from CERS.

The Dispatch location for the PERS system is located at 2323 Cesar Chavez Street, at the maintenance facility yard.  

	System Owner(s):
	Department of Telecommunications and Information Services – Wireless Services Division

	System Users:
	· Department of Public Works

· Department of Public Health

· Public Utilities Commission

· Port of San Francisco

· District Attorney’s Office

· City Administrators' Office (CAO)

· Department of Building Inspections

· Animal Care and Control

· Juvenile and Adult Probation

· Mobile Assistance Program (MAP)

· San Francisco Unified School District (SFUSD)

	Protocols for use:
	The protocols for use, talkgroup plan, and further details on the PERS system are documented in the San Francisco Tactical Interoperable Communications Plan

	Activation Point of Contact:
	Department of Telecommunications and Information Services –Wireless Services Division

	Primary Fallback System:
	PERS has several levels of degradation, including Site Trunking, Failsoft, and the Mobile Trunking Trailer can also be reprogrammed to operate on the PERS channels.

The primary fallback for a PERS system failure is a single Tx/Rx site (at Twin Peaks) with 4 additional Rx sites,  depending on the failure mode. 

The DTIS maintains documentation of the Failsoft channel assignments.


	American Red Cross

	Overview:
	The American Red Cross has a unique conventional, analog 800 MHz radio channel that operates within six counties of the Bay Area.  There are 4 repeaters located on Sonol, Clayton, Montera, and the AAA building within San Francisco.  It is typically used as a command channel, as capacity is limited.  

	System Owner(s):
	Red Cross

	System Users:
	Human Services Center Department Operations Center

Red Cross Headquarters

	Protocols for use:
	Red Cross

	Activation Point of Contact:
	Red Cross



	Primary Fallback System:
	N/A


	Auxiliary Communications Service (ACS)

	Overview:
	The ACS is the voluntary communications arm of the San Francisco Office of Emergency Services. The mission of the ACS is to provide communications assistance to the departments and agencies of the City and County of San Francisco in any emergency, declared or undeclared, of any size, or in any event where additional communications equipment or personnel may be needed.  While the primary focus is on communications in an emergency, this is not the sole purpose of the unit.  The ACS is available on a daily basis to assist with special events, training, exercises and planning.  The ACS supports communication and the flow of information by whatever means available and appropriate to the situation, including telephone, cellular phone, Internet, 800 MHz trunked radios, and Amateur Radio (voice and digital).  

	System Owner(s):
	Department of Emergency Management – Division of Emergency Services

	System Users:
	All City Departments

	Protocols for use:
	Documented in the ACS Communications Guide

	Activation Point of Contact:
	Department of Emergency Management – Division of Emergency Services

	Primary Fallback System:
	


	California Emergency State Radio System (CESRS)

	Overview:
	CESRS is a VHF radio system (153.755 MHz, 154.980 input) that is repeated throughout California that connects all Operational Areas with Regional and State Emergency Operations Centers.   

CESRS has 21 interconnected sites around the state It is used for radio coordination between CA OES staff and its facilities in
Sacramento, Fresno, Los Alamitos, Oakland, San Diego, San Luis Obispo, and Santa Barbara; and between Regional Emergency Operations Centers (EOCs) [in Oakland, Los Alamitos, and Sacramento], and around 30 county EOC’s (including San Francisco)m as well as the California Youth Authority (for their direction & control purposes)

	System Owner(s):
	Department of General Services' Telecommunications Division maintains the system.

	System Users:
	San Francisco Emergency Operations Center

	Protocols for use:
	See San Francisco Tactical Interoperable Communications Plan

	Activation Point of Contact:
	Department of Emergency Management, Division of Emergency Services

	Primary Fallback System:
	


	Console Patches

	Overview:
	Console Patching functionality is the ability to link channels or talkgroups together to provide radio interoperability for dispatchers and users in the field.  

There are several channels available at the dispatch console, that can be patched to 800MHz talk groups to provide interoperability in the field.

	System Owner(s):
	Activation is done by Department of Emergency Management, Division of Emergency Communications

	System Users:
	The ability for dispatchers to join a 800 MHz talk group to a different bandwidth identified below:

· 800MHz Mutual Aid System (Channels 1-9)

· Police Lowband (Channels 1-4)

· CORD (Med-net) 9/10 

· CALCORD -VHF Simplex- On Scene Coordination Channel for Users in the VHF spectrum

· CLEMARS 1 - VHF Hi Band Law Enforcement Mutual Aid Channel in the VHF spectrum

· NALEMARS - VHF Hi Band National Call channel in VHF spectrum

· CLERS - UHF State of California Dispatch Center Interconnect

· CLEMARS - VHF Low Band Police Low Band VHF Interoperability Mutual Aid

· Fire White - VHF Hi Band Fire Coordination Channel VHF spectrum

· State Fire Net - VHF Hi Band State Fire Channel

· SM Co, North Fire - VHF Hi Band San Mateo County / North Area Fire Channel for Mutual Aid

· SFPD LB VHF Low Band All SFPD low band channels may be patched to the 800 MHz

· Water 1,2,3 VHF Low Band All SF PUC/Water department low band channels may be patched

· MUNI Three channels “A” = LRVs, “E” = diesel bus fleet, “G” = back for bus

· CHP BLUE Car to Car

· USCG 21A, 22A, 83A & 61A

· BART interconnect talk-group

	Protocols for use:
	Console patching is initiated by a San Francisco Dispatch Supervisor.  The protocols for use and activation of console patches are further documented in the San Francisco Tactical Interoperable Communications Plan

	Activation Point of Contact:
	Activation is done by Department of Emergency Management, Division of Emergency Communications – Supervisor Bridge

	Primary Fallback System:
	Console patching is a fallback method, as well as a tool for interoperability between disparate agencies.


	Control 9 / Control 10 (CORD 9/10)

	Overview:
	This system is two UHF frequencies that are used by the Department of Public Health, San Francisco General Hospital, and Laguna Honda Hospital for communications.  

These channels were routine daily channels in use prior to the CERS System Implementation (April 2000).  

Air Ambulance Traffic to SF General (once helipad is in place)

	System Owner(s):
	DPH in conjunction with DTIS

	System Users:
	Department of Public Health 

San Francisco General Hospital (Emergency Room Only)

Laguna Honda Hospital

911 Dispatch

	Protocols for use:
	Air Ambulance Policy for use of CORD 9/10

	Activation Point of Contact:
	San Francisco General Hospital (Emergency Room Only)

	Primary Fallback System:
	This System is backup for the 800MHz CERS System for SF General Trauma Center


	Fire White Channel

	Overview:
	The Fire White Channel is available throughout the State of California, dedicated for interoperability for Fire Departments.  San Francisco Department of Telecommunications and Information Systems (DTIS) maintains a Fire White Base Station at Twin Peaks for coverage within San Francisco.  This is an analog, conventional channel.  

	System Owner(s):
	Department of Technology and Information Services.

	System Users:
	San Francisco Fire Department

Most all Fire Agencies have this frequency available in their VHF radios.

	Protocols for use:
	See Firescope Plan for details and information
http://firescope.org/

	Activation Point of Contact:
	DTIS – Wireless Services Division or DEM / DEC for Console Patching

	Primary Fallback System:
	This is the SFFD CERS fallback system 


	Handheld Amateur (HAM) Radio – Digital Communication

	Overview:
	Utilizing digital modes within the UHF, VHF and HF amateur radio bands, text-based information can be relayed between the field (or hospital or shelter) and a DOC, between a DOC and the EOC, and between the EOC and the REOC or SOC.  Communication with neighboring jurisdictions can also be established as needed.

This method is particularly useful for resource requests and status reports which are difficult and time-consuming to transmit by voice methods when faxing is not possible.  

A system similar to e-mail can be established for both formal and informal messaging between all locations with the required equipment and operator.

	System Owner(s):
	Department of Emergency Management – Division of Emergency Services – Auxiliary Communications Service

	System Users:
	All City Departments

	Protocols for use:
	Documented in the ACS Plan and ACS Operations Manual.

	Activation Point of Contact:
	Department of Emergency Management – Division of Emergency Services

	Primary Fallback System:
	Runners / Messengers


	HAM Radio – Voice Communication

	Overview:
	Amateur Radio frequencies in UHF, VHF and HF bands are used by 

FCC Licensed Amateur Radio Operators in the Auxiliary Communications Service to perform voice communications for departments and agencies of the City and County of San Francisco.  They can be used to relay information between the field (or hospital or shelter) and a DOC, between a DOC and the EOC, and between the EOC and the REOC or SOC.  Communication with neighboring jurisdictions can also be established as needed.

Amateur Radio is used to replace damaged communications infrastructure, and to relieve the stress on overloaded primary systems by diverting traffic off of the primary systems, such as the 800 MHz and telephone.

	System Owner(s):
	Department of Emergency Management – Division of Emergency Services – Auxiliary Communications Service

	System Users:
	All City Departments

	Protocols for use:
	Documented in the ACS Plan and ACS Operations Manual.

	Activation Point of Contact:
	Department of Emergency Management – Division of Emergency Services

	Primary Fallback System:
	Runners / Messengers


	Hospital Emergency Administration Radio Network (HEARNET)

	Overview:
	The HEARNET System is a VHF dedicated frequency linking all hospitals for coordination.  This network is coordinated by the Department of Public Health and it is used to communicate to all hospitals geographically within San Francisco as well as Seton Medical Center in Daly City, and Kaiser Permanente in South San Francisco.  These radios are located in the Emergency Rooms of all hospitals.  

	System Owner(s):
	Department of Public Health –  Emergency Medical Services Agency

	System Users:
	· DPH -  EMSA

· 10 Hospitals geographically within San Francisco 

· Seton Medical Center in Daly City

· Kaiser Permanente in South San Francisco.  

· 911 Dispatch

· DPH DOC

	Protocols for use:
	Emergency Medical Services Agency would initiate a call to San Francisco Dispatch requiring hospitals to utilize this system.

	Activation Point of Contact:
	Emergency Medical Services Agency – Duty Officer

	Primary Fallback System:
	This is the primary fallback system for Hospitals if the 800MHz is unavailable.  


	PUC Water Department – Conventional LowBand System

	Overview:
	San Francisco Public Utilities Commission (Water Enterprise) has a lowband communications system for communications throughout the Bay Area and Sierra Foothills. Conventional Low Band VHF radio systems transmit in the radio spectrum between 30 and 50MHz. There are 3 simplex base station radios assigned functionally to Millbrae/Alameda (48.4MHz), CDD at 1990 Newcomb (48.3MHz) and Hetch Hetchy (48.2 MHz). 

The system also has five repeater channels available in the Millbrae-Sunol sectors. The primary dispatch location is at Millbrae, with a secondary dispatch at the Sunol Corporation Yard, (48.4MHz) City

Distribution Division (48.3MHz) and the Moccasin Powerhouse at Hetch Hetchy (48.2MHz). Additional dispatch facilities are located at each of

these facilities. Backup sites are located at the Sunol and Harry Tracy Water Treatment facilities and the Lake Merced Pump Station.

The two new hilltop sites, at which all 8 channels are populated, are Sawyer Ridge and Mt. Allison.

	System Owner(s):
	· SF Public Utilities Commission

· DTIS Maintains the System

	System Users:
	WS&T, CDD, WQB, Admin, HH, DEM

	Protocols for use:
	

	Activation Point of Contact:
	Department of Telecommunications and Information Services – Wireless Services Division

	Primary Fallback System:
	


	San Francisco International Airport (SFO)

	Overview:
	The San Francisco International Airport maintains a unique Radio Communications System within the geographic footprint of the Airport.

Analog Conventional with 800MHz, UHF-Tband, and VHF Frequencies

CHANNELS

· 800 MHz. Three (3)  

· PD # 1 C11   (not on city portables)  Traffic

· PD # 2 C12   (on city portables)         Patrol

· PD # 3 C13   (on city portables)          TAC

· MA 8 CLEMARS-L (low level law)

· MA 9 FMARS-L  (low level fire)

· MA 11 OES2/C11 

UHF  450 MHZ. Four (4)

· Operations  (Airfield / Administration)

· Maintenance (Crafts / Engineering Departments )

· Fire  (Airport Fire Dispatch)

· Fire 2  (Airport Fire TAC Simplex)

T- BAND
· San Mateo MED   Trunked  (Dispatch and Fire Department)

· San Mateo Green  SMSO Mutual Aid County-wide

· San Mateo  TAC 1     SMSO Mutual Aid

· San Mateo  TAC 2     SMSO Mutual Aid

· San Mateo  TAC 3     SMSO Mutual Aid

VHF

· FIRE WHITE 1

· FIRE WHITE 2Aircraft Channels

	System Owner(s):
	San Francisco International Airport – Public Safety Communications 

	System Users:
	· San Francisco Police Department – Airport Bureau

· San Francisco Fire Department – Airport Division

· San Mateo County

· SFO – Maintenance

· SFO - Operations

· SFO Dispatch

· SFO Radio Shop

	Protocols for use:
	(See San Francisco Tactical Interoperable Communications Plan for Standard Operating Procedures)

	Activation Point of Contact:
	San Francisco Int’l Airport Communications

Shift Supervisor

	Primary Fallback System:
	


	San Francisco Metropolitan Transportation Authority  (SFMTA) San Francisco Municipal Railway (MUNI) Radio Systems

	Overview:
	Three primary radio networks are in use by the SFMTA, used by the Municipal Railway Division. Two are owned and operated by the SFMTA, known as “high band” in the 480MHz range, and “low band” on the 40MHz channel. The third primary radio network is a leased radio network used by Cable Car Machinery.  In addition to these primary networks, one direct, line-of-sight radio channel in the high band is used by maintenance and operations on portable radios when working in close proximity. 

Additionally, the MUNI Central Control Facility (Lenox) has access to the 800 MHz radio system via a dedicated base station installed on their premises. 

Last, the City’s Combined Emergency Communications Center (CECC) has three of the MUNI channels on its consoles that can be patched into the 800 MHz systems for interoperability.

	System Owner(s):
	Municipal Transportation Agency – Radio Shop

	System Users:
	· MUNI – Coach, Trolley and Light Rail Vehicles

· MUNI - Operations and Maintenance

· MUNI – Security

· Cable Car Machinery

	Protocols for use:
	Protocols for use are determined at Central Control Facility at MUNI’s Lenox Facility.   

	Activation Point of Contact:
	MUNI Central Control Facility and DEM / DES for Console Patch activation.

	Primary Fallback System:
	


	San Francisco Police Department (SFPD) – Low Band

	Overview:
	Conventional Low Band VHF radio systems transmit in the radio spectrum between 30 and 50 MHz. SFPD has the ability to operate on simplex frequencies in this band, and rely on Base Stations at DTIS radio sites.  This frequency band is good for signal penetration in hilly or open areas, and over long distances.  Local activities are frequently interfered with by out-of-area operations (“skip”)

	System Owner(s):
	San Francisco Police Department and Department of Technology and Information Services.

	System Users:
	SFPD -  4 licensed channels 

State agencies using this system include CDC, CDF, CHP, CalTrans, and OES.

	Protocols for use:
	[detail procedures/protocols that apply; explain how system may be used] 

	Activation Point of Contact:
	Department of Telecommunications and Information Services – Wireless Services Division

or 

Department of Emergency Management – Division of Emergency Communications for Console Patching

	Primary Fallback System:
	This is the fallback system for CERS for the Police Department


Data / Internet Connections Communications Systems
	Fiber Network

	Overview:
	There are 70 miles of fiber throughout the City and County of San Francisco.  The City owned fiber network connects most City-Owned and City Occupied buildings.  The fiber ring includes Twin Peaks, City Hall, One Market Plaza,1011 Turk St (EOC, and 911) 850 Bryant (PD HOJ) and 2nd and Townsend (FDHQ). There are 91 facilities connected as spur locations, including the Airport, City College and One South Van Ness. The fiber network also connects several of the Radio Sites which offers redundant links to the sites.

	System Owner(s):
	Department of Technology – Public Safety Services Division

	System Users:
	All City Agencies

	Protocols for use:
	Access to the Fiber network should be coordinated through Dept. of Technology

	Activation Point of Contact:
	Department of Technology – System Watch

	Primary Fallback System:
	Satellite Systems, WiFi 


	Internet Services

	Overview:
	Presently there is one internet connection point in San Francisco, maintained by Dept of Technology.  Additionally, individual departments have their own DSL connections that can access the Internet.  Department of Technology is planning for a backup internet connection point for redundancy.  

	System Owner(s):
	Dept. of Technology

	System Users:
	All City Departments

	Protocols for use:
	Protocols for use are determined by individual departments 

	Activation Point of Contact:
	Department of Technology

	Primary Fallback System:
	Satellite Data Services, WiFi 


	Private Data Network

	Overview:
	The City owns and operates a private 800MHz IP-Based Wireless Data Network.  It is used by SFPD, SFFD and selective Sheriff’s Office Users.  The network is Motorola’s HPD and DataTAC technology, and requires a unique modem to operate on the network.  There is no access to the Internet via this system.

	System Owner(s):
	Department of Technology and Department of Emergency Management

	System Users:
	SFPD, SFFD, Private Ambulance, Sheriff’s Office, San Francisco International Airport.

	Protocols for use:
	The system is used primarily for Dispatching, Database Queries and AVL. 

	Activation Point of Contact:
	Department of Technology – System Watch

	Primary Fallback System:
	CERS Radio Network


	Public Wireless Data Services

	Overview:
	Several City Departments utilize wireless data services offered by Public Carriers, including Sprint/Netxtel, Verizon and AT&T.  Public Carriers use data technologies including EDGE, HSDPA and CDMA, depending on the carrier.  Public Carriers include AT&T, Verizon, Sprint/Nextel, and T-Mobile.  These networks are accessed via subscription based service, and funded and maintained by each City Agency.  

	System Owner(s):
	Wireless Carriers including Sprint/Nextel, Verizon, AT&T and TMobile

	System Users:
	All City Departments that Subscribe to the service

	Protocols for use:
	Protocols for use are determined by the individual agency subscribing to the service.  

	Activation Point of Contact:
	Contact the individual agency for service related questions.

	Primary Fallback System:
	WiFi, Internet Serivce, Private Data Network (PD and FD)


	WiFi

	Overview:
	WiFi allows access to the Internet via 802.11 protocols, utilizing 2.4GHz frequency.  It is a wireless “hot spot” technology that offers little mobility.   The City has several WiFi nodes available for Public Access including City Hall, Union Square, Portsmouth Square, and major city neighborhoods including Hayes Valley, Mission, Bernal Heights, Noe Valley, Alamo Square, Haight Ashbury, NOPA, North Beach Russian Hill, and The Tenderloin.  In addition, most SF Housing Authority Complexes have WiFi deployed.  The WiFi nodes have access to the Internet via a different channel than the Internet Service offered by Department of Technology, described above.

General Public access to WiFi has been deployed using Meraki systems.  Information on these sites can be found at: http://sf.meraki.com/map.

	System Owner(s):
	Department of Technology

	System Users:
	General Public, and is available for City Agencies with a WiFi Card. 

	Protocols for use:
	Any City Agency Personnel with a WiFi card can access the City Deployed WiFi. 

	Activation Point of Contact:
	Department of Technology – Operations Division

	Primary Fallback System:
	Internet Services, Public Wireless Data, Private Wireless Data (PD and FD) 
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Public Warning Communications Systems

	Emergency Alert System (EAS)

	Overview:
	EAS is a national system that superseded the Emergency Broadcast System (EBS).

The EAS digital system architecture allows broadcast stations, cable systems, participating satellite companies, and other services to send and receive emergency information quickly and automatically even if those facilities are unattended. For redundancy, the EAS requires monitoring of at least two independent sources for emergency information. This insures that emergency information is received and delivered to viewers and listeners. The EAS digital signal is the same signal that the National Weather Service (NWS) uses on NOAA Weather Radio (NWR). This allows NWR signals to be decoded by the EAS equipment at broadcast stations and cable systems. Broadcasters and cable operators can then retransmit NWS weather warning messages almost immediately to their audiences. Television stations are not required to place additional text or instructions on the screen for the hearing impaired, but the State of California has facilitated this through EDIS 

(Emergency Digital Information Service.)

	System Owner(s):
	Department of Emergency Management

Department of Telecommunications and Information Systems

Independent Radio, Television and Cable companies

California Governor’s Office of Emergency Services

Federal Communications Commission

	System Users:
	Department of Emergency Management

	Protocols for use:
	Designated personnel craft messages for broadcast over the EAS, notify local EAS carriers (KCBS), verify authorization, send message to carrier, carrier broadcasts message.  EDIS message should be initiated at the same time.

	Activation Point of Contact:
	Department of Emergency Management

	Primary Fallback System:
	OPWS 


	Emergency Digital Information Service (EDIS)

	Overview:
	EDIS is a service of the State OES in partnership with private, local, state and federal organizations and agencies. Service to the deaf and hearing-impaired and other populations with special needs is a particular emphasis of the EDIS program.  EDIS utilizes a combination of communication methods to notify emergency management, media, and the public of emergency information.  Authorized agencies release text, pictures and sounds over EDIS using their own existing information networks. News media and the public access the latest EDIS information in many ways: over the Internet, via digital radio broadcasts, on their pagers, by email.  Formatting for bulletins, maps, pictures and sounds is standardized for the computers and graphic systems used by today's news media. EDIS is designed to be disaster resistant.

A sophisticated satellite distribution network constantly updates "mirror" EDIS servers in selected newsrooms and network facilities around the state. Even when public networks are clogged after a disaster, EDIS information will be available statewide.

	System Owner(s):
	Department of Emergency Management

California Governor’s Office of Emergency Services

Private carriers - internet, satellite, newswire, paging

	System Users:
	Department of Emergency Management

	Protocols for use:
	Designated personnel craft messages for distribution over EDIS, log into EDIS website and send message.

	Activation Point of Contact:
	Department of Emergency Management



	Primary Fallback System:
	OPWS 


	Outdoor Public Warning System (OPWS)

	Overview:
	The OPWS is designed to alert residents and visitors of San Francisco who are outdoors about possible danger. Specific emergency announcements can be broadcast over any one of the 72 sirens, which are located on poles and on top of buildings throughout all neighborhoods in San Francisco. They are tested at 12 o’clock every Tuesday afternoon. During the weekly test, the siren emits a single 15-second alert tone, similar to an emergency vehicle siren. In the event of a disaster, the 15 second alert tone will sound repeatedly for 5 minutes. This system is currently under the control of the SF OES and ECD.

	System Owner(s):
	Department of Telecommunications & Information Services (DTIS).

	System Users:
	Department of Emergency Management

	Protocols for use:
	Siren activation may be requested to alert the public to possible danger and to relay information such as evacuation, shelter in place, etc.  This system is ONLY intended to alert persons who are outdoors; alternate methods must be used to alert persons who are indoors.  

	Activation Point of Contact:
	Department of Emergency Management


	Primary Fallback System:
	Vehicles equipped with public announcement speakers (police, fire, EMS)


	RoamSecure Notification Systems (DSW Alert and AlertSF)

	Overview:
	RoamSecure Notification Systems – DSW Alert and AlertSF are text based notification systems.  AlertSF is designed for notification of the public during or after an emergency.  DSW Alert is the internal system the city uses for various day to day tasks as well as the dissemination of information during an emergency.

	System Owner(s):
	Department of Emergency Management (DEM)

	System Users:
	AlertSF - Department of Emergency Management (DEM)

DSWAlert – DEM,DPW, HSA, DPH

	Protocols for use:
	AlertSF - This system will be used to provide the public with vital post emergency information.  These emergencies include disruptions to major throughways, public health concerns, large natural disasters, etc.

DSW Alert – This is an internal system used by the City and County of San Francisco to quickly disseminate information to the various stakeholders in the City’s response in an emergency.

	Activation Point of Contact:
	Department of Emergency Management Duty Officer

	Primary Fallback System:
	OPWS 


	San Francisco Government Television (SFGTV)

	Overview:
	SFGTV is a cable channel granted to the City and County of San Francisco for the purpose of cable-casting government television programming. It is transmitted over a commercial cable provider. It is managed and operated by the Department of Telecommunications & Information Services (DTIS). In the event of an emergency, SFGTV is available as needed, and emergency information has priority over all other programming. SFGTV works with the Director of Emergency Services to coordinate the use and programming of the channel during emergencies.

	System Owner(s):
	Department of Telecommunications & Information Services (DTIS).

	System Users:
	All departments and agencies

	Protocols for use:
	Contact DTIS to arrange for recording / broadcasting of information or meetings

	Activation Point of Contact:
	Department of Telecommunications & Information Services (DTIS)

	Primary Fallback System:
	OPWS 
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Appendix C: Department-Operated Communications Systems

	Department
	Systems

	Animal Care and Control
	· 800 MHz PERS

· ACS

· POTS

· VOIP

· METS

· GETS

	City Administrators’ Office
	· 800 MHz PERS 

· ACS

· POTS

· VOIP

· METS

· GETS

	Department of Building Inspection (DBI)
	· 800 MHz PERS

· ACS

· POTS

· VOIP

· METS

· GETS

	Department of Emergency Management (DEM)
	· 800 MHz CERS

· ACS

· CESRS

· POTS

· VOIP

· METS

· GETS

	Department of Public Health (DPH)
	· 800 MHz PERS

· ACS

· HEARNET

· CORD 9/10

· POTS

· VOIP

· METS

· GETS

	Department of Public Works
	· 800 MHz PERS

· ACS

· POTS

· VOIP

· METS

· GETS

	District Attorney’s Office
	· 800 MHz PERS

· ACS

· POTS

· VOIP

· METS

· GETS

	Department of Parking and Traffic (DPT)
	· 800 MHz CERS

· ACS

· POTS

· VOIP

· METS

· GETS

	Department of Telecommunications and Infrastructure Systems (DTIS)
	· 800 MHz CERS

· ACS

· POTS

· VOIP

· METS

· GETS

	Emergency Communications Department (ECD)
	· 800 MHz CERS

· ACS

· POTS

· VOIP

· METS

· GETS

	Human Services Agency
	· American Red Cross System

· POTS

· VOIP

· METS

· GETS

	Port of San Francisco
	· 800 MHz PERS

· ACS

· POTS

· VOIP

· METS

· GETS

	Public Utilities Commission
	· 800 MHz CERS

· 800 MHz PERS

· ACS

· PUC LowBand System

· POTS

· VOIP

· METS

· GETS

	Recreation and Parks Department
	· 800 MHz CERS

· ACS

· POTS

· VOIP

· METS

· GETS

	San Francisco Fire Department (SFFD)
	· 800 MHz CERS

· ACS

· POTS

· VOIP

· METS

· GETS

	San Francisco Municipal Transportation Authority (MTA) / San Francisco Municipal Railway (MUNI)
	· UHF T-Band System for Bus, Rail Operations

· UHF T-Band System for MUNI Security Division

· VHF – Maintenance and Operations

· Console Patches

· POTS

· VOIP

· METS

· GETS

	San Francisco Police Department (SFPD)
	· 800 MHz CERS

· ACS

· SFPD LowBand System

· POTS

· VOIP

· METS

· GETS

	San Francisco Sheriff’s Office (SFSO)
	· 800 MHz CERS

· ACS

· POTS

· VOIP

· METS

· GETS

	San Francisco Unified School District (SFUSD)
	· 800 MHz PERS

· ACS

· POTS

· VOIP

· METS

· GETS











Figure B: Unanticipated Event Process Flow Chart





Figure A: Anticipated Event Process Flow Chart
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