Date:

June 20, 2008
To:

Brad Baker
From:

Herbert Tong

Re:
Specifications for Red Hat Linux SOW
Please confirm the Red Hat Linux SOW addresses the following:
1. Standard recommended file system sizes for all system, distribution, binaries and home directory mount points.

2. Implementation of password for single user mode, standard login shells and scripts.
3. Disable of remote ‘root’ login

4. Configuration and implementation of logging and log rotation

5. Configuration and implementation of NTP for synchronization of all clocks

6. Implementation of SUID, NIS, TCP wrappers, SSH, SUDO, SFTP, SCP, X-Windows.

7. Secure Internet Services where applicable

8. Disable all runtime services that are not required.

9. Password protect Linux loader

10. Implementation of Password Authentic an Module and Shadow Passwords to enforce password rules

11. Implementation and testing of SMTP, SNMP and printing where applicable 
12. Secure NFS, HTTP/WWW access.

13. Limit Samba access to specific hosts

14. Implementation of Portsentry and Firewall with Linux

15. Develop and test script for creation of Tarball for every mount point.

16. Develop, implement and test CRON jobs for backups and restores.

17. Automate and implement monitoring of disk space of critical mount points and quotas

18. Install and configure various middleware software such as GCC, C++, JVM, GNU Software.
19. Insure environment is ready for Oracle / Peoplesoft install.

20. Implementation of best practices and provide documentation for all of the above.
21. Clone a minimum of two servers and installation from distribution for a minimum of two additional servers.
22. Lead OJT

