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City and County of San Francisco
PPSD/DTIS 


 TESS ACCESS AUTHORIZATION FORM
Confidential

( User Information

	Last Name
	                                                               
	
	Work Telephone
	                                    

	First Name
	                                                               
	
	Work Email Address
	                                    

	(Last 4 digits) Employee ID
	                                                               
	
	Department
	                                    


( Enter date, select Add or Change and complete security table or select Inactive (skip to Item ().
EFFECTIVE DATE ________________
ADD___ 
CHANGE___ 

INACTIVE____ 

( For Adds and Changes only (Check one box in each of the columns below that applies to the user’s job duties)
	 ( Employee        ( Manager        (Time Keeper        ( Normal Administrator        ( Super Administrator

	Dept Access
	User Access Privileges
	Processing Tasks Privileges
	Group Approval Levels

	Department Code
	Roster Code
Enter  * for  all rosters
	Read Only

Read  Write
No Access
	Allow Employee Rate Display: 
Yes (     No (
	Yes 
No
	
	No Access

Level 2

Level 3

Level 4

Level 5

Level 6

	    
	           
	( ( ( 
	Schedule Records
	 (  (
	Generate Schedules/Holidays
	

	    
	           
	( ( ( 
	Time Entry Records
	 (  (
	Generate Time Entry Records
	

	    
	           
	( ( ( 
	Employee Records
	 (  (
	Generate Pay Calculations
	 ( ( ( ( ( (

	    
	           
	( ( ( 
	Schedule Records
	 (  (
	Generate Schedules/Holidays
	

	    
	           
	( ( ( 
	Time Entry Records
	 (  (
	Generate Time Entry Records
	

	    
	           
	( ( ( 
	Employee Records
	 (  (
	Generate Pay Calculations
	 ( ( ( ( ( (

	    
	           
	( ( ( 
	Schedule Records
	 (  (
	Generate Schedules/Holidays
	

	    
	           
	( ( ( 
	Time Entry Records
	 (  (
	Generate Time Entry Records
	

	    
	           
	( ( ( 
	Employee Records
	 (  (
	Generate Pay Calculations
	 ( ( ( ( ( (


(Attach facsimiles of this form for individuals with distinct user access rights for multiple rosters)

( Signatures
Refer to back of form for TESS Access Privacy Protection Policy and Employee acknowledgement
	
	Requesting Department
	
	PPSD Authorization

	
	Signature 

	
	Signature 


	
	Printed name 

	
	Printed name 


	
	Date

	
	Date 


	
	Send to PPSD (FAX 558-7866).
	
	Send to DTIS Security


   DTIS SECURITY USE ONLY
USER ID _______________________________  Security Manager Approval  _____________________________________

Completed by Security Staff _______________                     Date  
______________________________________
	Employee Notified:
	___________________________

(Date)
	( Contact

( Voice Message


TESS ACCESS PRIVACY PROTECTION POLICY

Users of TESS (Time Entry & Scheduling System) have access to a wide variety of personnel and payroll information, much of which is confidential.  Access to this information is to be taken seriously.   Each user must ensure that this information is kept confidential, is used for business purposes only, and is not revealed inappropriately.  

Examples of employee personal information not to be released without authorization:

Emergency Contact Information      Addresses            Race/Gender Information    

Salary Steps/Hourly Pay Rates         Date of Birth       Social Security Numbers

Home/Personal Phone Numbers       Earnings              Employee History.

I understand that TESS login privileges carry with them important obligations:

· I agree that I will not share my logon password with anyone.

· I agree that if I become aware of another person’s password I will immediately inform that person that he/she needs to establish a new password.

· I agree that if I am informed by another person that they know my password or if I have reason to believe that another person may know my password I will immediately change my password.

· I agree that I will remain logged on to TESS only while actively engaged in TESS interactive work.  

· I agree to never release or disseminate information without authorization.  

· I agree to never use the data in TESS for personal business or for any other unauthorized purpose.  

I agree that the release of computerized information to persons or agencies by me is authorized only when I have the prior approval of:

· My manager/supervisor, 

· The Personnel Officer of the departmental human resources office, or 

· The manager of a decentralized payroll unit who has access to TESS.  

I understand that the inappropriate release or dissemination of such material may constitute an invasion of the employee’s privacy.

Printed Name:  Last _____________________   First __________________   M.I. _____

Signature: _____________________________________   Date: __________________
( Original to Departmental Personnel Office File

( Copy to PPSD
( Copy to employee
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